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PROCEEDI NGS

MR LUDWG |'mpleased to wel cone you to the second public
nmeeti ng of the Consuner Electronic Paynents Task Force. The
energence of the new el ectronic noney products, |ike on-line and

off-line, Stored Value Cards, Smart Cards, and |Internet paynents,
has generated considerable public interest and even nore concern
about consuner issues, since these products generally are not
subject to the sane regulatory reginme or industry standards that
apply to nore famliar paynent nechanisns |ike credit/debit
cards.

The Consuner El ectronics Paynent Task Force was established
by Treasury Secretary Ruben to focus on this inportant dinension
of devel opnent of new el ectronic noney and paynent technol ogi es;
that is, what is and will be the effect on consuners of these
products. The mssion of the task force is to identify consumner
i ssues raised by electronic noney, evaluate the extent to which
these issues are being addressed by |laws or industry practices,
and identify innovative nonregul atory responses that my be
needed for consuners in this devel opi ng market .

Consuners are nost likely to benefit from and use, E- noney
products if they understand the risks and benefits of the new
products and if they know that their interests have been
consi dered and addressed by the industry.

This consuner dinmension is really inportant for not only the
wel | -being of the consumer which is certainly critical, but also
for the healthy devel opnent of this industry.

Anmong the issues of great inportance to consunmers are
privacy and security. W have gathered a distinguished group of
experts here today to discuss the privacy and security issues
that nay arise for consuners when they use these products.

I n exam ning of consumer issues and concerns raised by
energi ng el ectroni c paynent products, the Task Force is
especially interested in hearing fromthe public, and wll
carefully evaluate their views.

| can't stress this enough. W have held two public
hearings, this being the second, and several informal sessions.
W wel come witten testinony, and ot her public expressions of
interest in this issue.

Sonmeone, | think it was Bill Gates, recently said that there
is a tendency for people to be disappointed that a new technol ogy
doesn't develop in the first year or two and then a failure to
appreci ate how significantly the inpact of that technol ogy wll
be over a period of five-plus years.

And in this area | am persuaded that even if we don't have
everyone using Smart Cards in the next year or so we are going to
see a future where these products are going to be aggressively
used. It's inportant to consider the consuner, primarily with



respect to these products.

Now, I'd like to introduce the representatives of the Task
Force that are here today. | know that for each of them the
i ssues that are addressed by this Task Force are of paranount
i nportance to them W have worked wel |l together.

Jack @Quynn is President of the Federal Reserve Bank of
Atlanta. Russ Mrrris is Conm ssioner of Financial Managenent
Service. Governor Edward W Kell ey, known to nost of you as M ke
Kelley, is the Governor of the Federal Reserve System

Robert Pitofsky is Chairman of the Federal Trade Conm ssion
and our real host today. Bob Russell, of the Federal Deposit
| nsurance Corporation, is sitting in for Chairman Skip Hove who
had to testify this norning.

Carol yn Buck is Chief Counsel to the Ofice of Thrift
Supervision and is here on behalf of Director Retsinas, who is
al so testifying today.

| also have to testify after this hearing and so may be
called out. Bob Pitofsky has graciously agreed to chair the rest
of this hearing. And without further ado let nme turn this over
to Chairman Pitofsky and others for any remarks they'd like to
share before we begin.

CHAI RVAN PI TOFSKY: On behal f of the Comm ssion |'m
delighted, to host this session of the El ectronic Paynents Task
Force. As many of you know, indeed sone of the w tnesses today
testified here in our hearings a nonth ago.

We held four days of hearings on privacy in the on-line
mar ket pl ace. They generated trenendous interest and ent husi asm

And we all learned a ot fromthe hearings, and |I | ook forward to
a simlar educational experience here today.
And | ook forward to working with the Task Force. | still

believe that self-regulation, industry self-regulation is the way
to start in this area. And | hope we can rmake sone progress in
that direction

MR LUDWG Now let ne introduce our panelists.

David Chaumis Founder and Chief Technology O ficer for
Di gi Cash. Mary Culnan is a Conmm ssioner on the President's
Comm ssion on Critical Infrastructure Protection.

Susan Grant is Vice President for Public Policy of the
Nat i onal Consuners League. Pam Johnson is Counsel to the
Director of the Departnent of Treasury's Financial Crines
Enf or cenent Net wor k.

Janet Koehler is here on behalf of the Smart Card Forum
Deirdre Mulligan is Staff Counsel for the Center for Denocracy
and Technol ogy. WMarc Rotenberg is Director for the Electronic
Privacy Information Center. And Marcia Sullivan is Drector of
Governnment Rel ations for the Consuners Bankers Associ ation.

MR. CHAUM Good norning, M. Chairman, and nenbers of the
Task Force. As an Anerican pioneer in the new technol ogy for
privacy and a representative of a |eading electronic conmerce
conpany, |I'mvery pleased to be here.



| think we can all agree that electronic conmerce hol ds
enornous potential. Also that privacy concerns for many
Ameri cans, as surveys have indicated, are a major inpedinent to
realizing this opportunity. Thus, a solution could bring great
advant age.

New t echnol ogy for interaction privacy is proving to be such
a solution. I'll be defining interaction privacy first by
establishing its place within the set of related policy issues
and then by showing its position in the spectrum of privacy
i ssues by real systens, focusing on the key area of paynents.

Next | will present exanples of interaction privacy
technol ogy in commercial use for making paynents on the Internet
and denonstrate it briefly. And finally I will show you how this
t echnol ogy can be applied to the whole range of consuner paynments
and sonme general inplications.

Three major policy issues relate to interaction privacy.

The first is consuner protection. The US. led the world with
its Privacy Protection Study Conm ssion report 20 years ago this
month. |Its recommendati ons have a distinct consuner protection
orientation.

The second issue is human rights. Those human rights that
pertain specifically to the informational sphere |I have called
informational rights since 1985. As people becone aware of the
reality of purely informational dangers, and that protections are
avai lable, wth history as a guide they will regard such
protections as desirable and as human rights.

The third policy issue is that of beneficially shared
resources generally referred to as conmons. Exanples are
envi ronmental concerns and free bandwi dth that is the basis for
the energence as well as the character of the Internet.

To see how the three issues differ, consider a problem
linked to each. Protection against false clains of privacy
protection (which I will be com ng back to), the use of
encryptions and the right to keep one's own notes and records
confidential, and the availability of essentially free bandw dth
responsi ble for the Internet.

And to see how the issues overlap partly, consider an
exanpl e problem for each pair. Encryption of nmessages to ensure
their confidentiality when sent over networks allows people to
conbi ne into groups any informational commons and clearly
intersects with informational rights.

Simlarly junk mail and nore general push technol ogy fal
within the consunmer protection, but also are potentially the
probl em of pollution of a coomons. | wll discuss the inportance
of whose hardware platform consuners use |ater as both consuner
protection and prevention of false incrimnation aspects.

For the informational part of each policy issue to be
meani ngful , access to cyberspace nust be available. At the core
of the intersection of the three issues, however, and tied to
sonme of our nost cherished national values is interaction



privacy.

Interaction privacy is a term| have not used before today.
| propose to define it as follows: The protection of
individually identifiable data arising frominteraction between
i ndi vi dual s and organi zati ons.

The term organi zations, is used broadly to nean commerci al
enterprises, public sector organizations, and even i nformal
groupi ngs of individuals. For instance, interaction privacy
protects all of the data about who you tel ephone. To the extent
t hat paynents are inplenented electronically, all the details of
when, where, and the price of everything you buy, and everything
you may do on the Internet including participating in
di scussions, polling, and sone day even secrecy of your ballots.

Such protection is essential to denbcracy as it allows
people to participate freely without fear of retribution. As
cyberspace grows, interaction privacy becones essential to the
enmergi ng digital agora.

Paynents, however, play key roles since the cost of |ow
val ue el ectronic transaction continues to drop they are rapidly
finding their way into many parts of our lives. Such
transactions are pay T.V., phone cards, public transportation,
| oad pricing, and as a pay-as-you-go nodel on the Internet.

| f paynent does not provide interaction privacy, then the
growi ng range of things that thenselves involve paynents wll be
prevented from providing interaction privacy.

The privacy of information systens generally, but
specifically consuner paynents, can be seen as a spectrum from
the no privacy at all to organi zation-controlled privacy to false
privacy, which is a major danger, and finally to
consuner-controlled or true interaction privacy.

The ot her di nmension, technol ogy ranges from paper-based to
fully digital. One traditional approach of paynents, so-called
transfer orders |like checks and credit cards, offer
organi zation-control l ed privacy at best. The organizations
operating under the system can see the payor and the payee of
each transacti on.

Naturally, if the organization makes the paynents public,
there is no privacy. Oganizations may even claimthat they
don't msuse or leak information, but of course you can never be
sure. Plenty of exanples of violations have cone to light with
vari ous degrees of involvenent of organizations who have access
to data.

The really dangerous and di sturbing category |I have called
false privacy is in fact organi zation-controlled privacy where
consuners are falsely led to believe that they have
consuner-controlled privacy.

Prepai d tel ephone cards provide an exanple of false privacy.
Because the consunmer buys the card froma kiosk or vendi ng
machi ne, the consuner assunes it has the anonymty of cash. But
every tine the card is used, a central record is nade of the



card' s unique serial nunber, the tel ephone nunber and the tine.

Now, it's not too hard to discover who owns such a card by,
for instance, searching the record for frequent use of particular
nunbers, such as a person's hone or office.

It also helps to piece together the succession of simlarly
profiled cards used by the sanme person which can result in a
surprisingly detailed history of a person's novenents and
associ ations over tinme. And yet consuners believe that privacy
is user-controlled and are according in the use of the cards
uni nhi bi t ed.

There are other nore blatant exanples of false privacy.
Ceneral purpose stored value cards tied to bank accounts, for
exanpl e, are even easier for the operator to trace. But sone
have been advertised to consuners as providing the privacy of
cash.

Simlarly, credit card use on the Internet is fully
traceabl e by those operating the system although some of them
have cl ai med privacy as a feature.

Today' s paper-based bank notes, technically referred to as
bearer instruments, provide consunmer-controlled privacy and
paynents. But their two-way anonymty, which protect both the
payor and the payee, can facilitate nost crimnal activity.

All of these problens can be overcone by the new privacy
interaction technology. An exanple is eCash, the first digital
bearer instrument. An eCash coin is sinply a nunber that's worth
a certain anmount of noney.

You get such eCash coins the sanme way you get paper noney
except that instead of visiting an ATM machine in person, you
visit your bank's digital branch over the Internet.

Just like the ATM you identify yourself and request a
certain amount of noney to be wi thdrawn from your checking
account. Instead of issuing you electronic coins froman
inventory, which could be traced to you |ater, the bank nakes
el ectronic signatures for you in a way that |lets you protect your
own privacy.

How this actually works with nunbers can be illustrated with
paper and envel opes. Just zoomi ng in here, the bank, the blank
coins are actually random serial nunbers created by the
consuner's PC. The PC hides or blinds themby placing themin
envel opes, actually a |ayer of encryption, using secret keys
known only to you and your PC.

The bank then signs these blinded coins, actually formng a
digital signature. Wen they're returned, the PC renoves the
envel opes using its secret keys and stores the signed but
unbl i nded coins on its hard disk. A nmerchant, who | ater receives
those coins, forwards themto the bank and waits to hear back
bef ore accepting the paynent.

To ensure that the coins have not been spent before, the
bank checks its list of previously spent coins. Since they carry
the bank's signature, the bank knows that it rmust honor the



paynments to the nerchant.

The bank does not know from which account the coins were
wi t hdrawn or the payer, since all the coins were hidden in
envel opes during wthdrawal .

Let me now briefly show you an exanple of eCash. You w ||
notice in the upper right the advanced bank wall et which is part
of the eCash software. It shows that you have a hundred doll ars
Australian on your hard disk. Now a nunber of other banks that
are involved with eCash including Deutche Bank, Europe's | argest
bank; the |argest banks in four other European countries; sone
maj or Japanese banks, Inora and Situra; and others.

But let me just go through the steps. You choose sonet hing
you want to buy fromthe shop. Then in the | ower right you sel ect
t he eCash paynent option. Your software displays a dial ogue,
whi ch asks for your agreenent to all the transaction details
included in it. Wen you click okay, you will notice in the
upper right that the noney has been deducted from your hard di sk
and you' ve nmade the purchase.

Thi s approach gives the consuner protection. |f your
conput er system breaks down, you can get all your noney back from
the data stored on the network by using the secret key. Only you
can spend your noney and noone can stop you from maki ng paynents,
no matter what kind of m stakes your bank nakes.

You have conpl ete conmputerized records and digitally signed
recei pts of every paynent nmade. eCash protects the interests of
society as well. You can, for instance, always get the
equi val ent of a cancell ed check fromthe bank sinply by providing
the serial nunber of the coin and asking the bank to issue a
signed copy of its record of who deposited it and when.

This record could then be used to incrimnate an
extortioni st, soneone neking or taking a bribe, or the acceptor
of a paynent in a black market schenme. What ki dnapper after al
woul d accept paynment by check?

Thi s one-way privacy nmakes the system unsuitable for
so-called crimnal use. Since this noney nust be deposited to
determne if it has not been clainmed by soneone el se, noney
cannot be hel d outside of bank accounts after it is paid, giving
tax authorities up-to-the-mnute information on revenue received
by each partici pant.

The irony is that ill-informed concerns are raised often in
t he nedi a about all eged, but untrue, dangers, such as aiding
bl ack markets or tax evasion that Internet electronic cash poses
to society.

Al though it is true that paper noney is the life bl ood of
crimnal activity, and only by replacing it wth sonething
offering protections to society |like those of eCash can we get a
solution to crimnal use.

And with consuner protections of eCash, we can do that in a
way that woul d be acceptable to a society with our values. To
use eCash over the Internet, all you need is a PC and the



downl oadabl e software. But other platforns, including Smart
Cards used by consuners at the physical point of sale, are also
growi ng in inportance.

I f you put your Smart Card into a reader at a vendi ng
machi ne, you have no way of know ng what it is doing with your
card. Its display mght show that it's taking one dollar in
paynment for a soft drink, while in fact it's taking a hundred
dol l ars or even checking your nedical record or changi ng your car
i nsur ance.

What you'd really like is to have all the protections of
eCash. In particular, you should be able to decide if you want
to answer any request that is nmade. And if you do answer it, you
shoul d be ensured that only the transaction you have agreed to is
done, only necessary information is reveal ed, and you are
automatically supplied with conpl ete and convi nci ng records.

Al'l this can be achieved wwth a hybrid, the main part of

whi ch would still be a PC although it mght be in the formof a
wal | et, a pocket agenda, or personal digital systemused for many
other things. It would act as an internedi ary between the tanper

resistant card inserted into it and the outside world with which
it communi cates over an industry standard infrared.

The paynent or other credit request woul d be communicated to
your wall et and displayed by it to you. You would authorize it
by pushing a button on it. This hybrid can give all the
protections of eCash to the consumer and the sane security, even
off-line to nerchants and organi zati ons as cards al one.

Trials on actual eCash technology in wallets Iike this have
been conducted at the European Conm ssion Headquarters. You see
t he display, buttons, the infrared comruni cation capability, and
the Smart Card reader

The hi ghway speed road toll systens we devel oped with AMIAC
in Dallas also use eCash technology in a hybrid except that the
driver doesn't have to push the pay button because it conpletes
the entire transaction in |less than a yard of road travel even at
a hundred mles an hour.

These protections are not only applicable to paynents. For
i nstance, they allow secure |loyalty prograns with nenbers known
only by their credentials, or they let customer surveys and even
el ections be conducted both securely and privately.

As explained in ny Scientific Amrerican article of August
1992, we have been able to prove in theory that a simlar
solution can be realized for any information processing function
used today, provided that there is a consistent policy of
i ncl usi on.

As information technol ogy beconmes a nore inportant part of

our lives, interaction privacy wll become a central ingredient
of denocracy in cyberspace and critical to supporting our
national values. In an increasingly conpetitive world

mar ket pl ace that's racing for |eadership in electronic conmerce,
interaction privacy can give the U S. great advantage.



A small central effort, however, could nmake an enornous
difference in realizing this opportunity. Sinply establishing
suitable definitions would help lead to nore truthful |abeling,
heal t hy gui dance, and nore rapid convergence of this devel opi ng
i ndustry.

Thank you.

MR. LUDW G  Thank you very much, M. Chaum That was very
i 1lum nating.

Now | et me ask the rest of our panelists to comment on this
i nportant issue beginning wwth M ss Cul nan.

M5. CULNAN: And as a introductory note, nmy remarks are ny
own and do not necessarily represent the views of the Comm ssion.

| want to talk briefly about three points. The first two
are really tools that you and business can use to protect privacy
and address the trust deficit. | will say a little bit about
that and conclude wth some recommendati ons about the
governnent's role in all of this.

| do think that the main barrier for the w despread adoption
of electronic noney will be consunmer trust or conpetence in these
new paynent systens, and that privacy through fair information
practices and anonymty are the ways to build that trust, and
W thout trust these paynent systens aren't going to catch on.

So first 1'd like to speak about sone of the issues related
to anonynous el ectronic noney. | think it is inportant to have
sone forns of anonynobus paynent systens. | know they're | aw
enforcenment concerns but | think these can be addressed.

The majority of consuner transactions are small cash
transactions in terns of volune, not dollar amount. Exanples
are: people who stop off to buy a newspaper or a cup of coffee
on their way to the neeting this norning and that having the
choi ce to nake anonynous purchases will be inportant to
CONSUITErs.

| f people find that every cent they spend is being tracked,
this is not going to be an acceptable alternative. The issuers
can deal with the | aw enforcenent concerns by designi ng
el ectronic noney to mnimze the potential for crinme and noney
| aundering, and the risk to consuners, because if your noney is
anonynous, if you lose it it's the sanme as |osing your cash.

By limting the maxi num val ue that can be carried on a card
to $500, one can't l|aunder nuch nmoney. Limting the amount of
nmoney that can be transferred froma particular bank account to
one or another account in a particular day can also build in sone
saf eguards agai nst unl awful use.

For non-anonynous E-noney when there is an audit trail that
can be provided by either the issuer or by the nerchant, fair
information practices need to apply. | know that these are
famliar to the Federal Trade Conm ssion and hopefully to the
Task Force as wel|l.

You can sunmari ze these in two lines. Say what you do and
do what you say. Wiy are they inportant? They help overcone the



trust deficit. Because when conpani es say they observe fair
information practices and in fact do this, they are saying to
consumers you can trust us.

And they serve as a substitute for the kind of first-hand
knowl edge that we have in our personal relationships when we
learn to trust people through experience. You can't do this with
banks or with other |arge organi zations. You need these
surrogates to tell people that they can be trusted, and fair
information practices serve that function in the privacy arena.

For business, it is a source of conpetitive advantage
because people prefer to do business with firnms they can trust
and should be able to gain nore custoners. People also are nore
wlling to disclose information when trust is part of the paynment
system

A current survey was rel eased here at the Federal Trade
Comm ssion during the June hearings that says in the electronic
paynent arena there really is a big consunmer trust deficit.
People aren't rushing to start using these systenms. | think
people aren't quite sure that they can trust them

So what should the governnent do? The one-size-fits-al
approach to electronic noney is not going to work in a
conpetitive marketplace that's characterized by diverse consuner
pr ef er ences.

There need to be a I ot of experinents. There nmay be sone
peopl e who woul d like to have a cash card where they get a
recei pt or some kind of a statenent every nonth telling them how
they spent their noney, just |like there are sone people that |ike
to record every cent they spend into Intuit or another software
program

There are others who won't. So | think the dinton
adm nistration was right in its framework for global electronic
commerce by deciding that it is too early to regulate electronic
noney because things are changing so rapidly.

But government clearly needs to keep a watchful eye for
fraud abuse and crimnal activity. Governnent should partner
Wi th industry on consuner education about how these new forns of
money work, then risks, and the tradeoffs. Then people would not
assune a piece of plastic is an anonynous cash card, that works
the same way as a credit card with the sane kinds of |limts and
protections.

The governnent can clearly use the bullypulpit to push for
responsi bl e use of fair information practices and other rules to
bal ance consumer concerns for privacy with the fair comerci al
uses of consumer information.

| urge the Task Force to | ook at the nodel established by
the Federal Trade Commi ssion for the Internet. It has been
enor mousl y successful in bringing people to the table in neetings
t hroughout the year.

There's been denonstrabl e progress over the two years the
FTC has been doing that. And I would think we could see the sane



kinds of results in the electronic paynent center.

MR. LUDW G  Thank you very much, M ss Cul nan.

Now | et me turn to our next speaker, Mss Gant.

M5. GRANT: Thank you. |'mpleased to be participating in
this forumon behal f of the National Consuners League, the ol dest
nonprofit consumer organization in the United States. The League
has been concerned about fairness in the marketplace since its
founding in 1899. 1In our view, consuners are the owners of their
personal information, and that information has val ue.

If there is to be fair trade in consuners personal
information, its value and the interest of consuners nust be
recogni zed. Consuners shouldn't be conpelled to sacrifice their
privacy to benefit from new technol ogi es such as el ectronic cash.

We have an unprecedented opportunity to build consuner
privacy and security into these new el ectronic cash paynent
systens, rather than being in the all too famliar position of
closing the barn door after the horse has escaped.

Mor eover, systens |ike eCash and Smart Cards can offer
consuners nore control over their privacy than is possible in
ot her kinds of paynment systens. Consuners are suspicious of
technol ogy, a fact borne out by the recent privacy and Anerican
busi ness survey on conputer users, because they feel that it's
out of their control.

The key to the success of electronic paynent systens will be
consuner-controlled. Starting fromthe base |line that consuners
are entitled to privacy and security, these systens shoul d be
designed to give people the ultimte control over who they
provide information to and how it's used.

Gover nnment shoul d set basic principles to guide businesses
as they build consuner privacy and security into their systens.
Consuners nust be asked to provide no nore information than is
needed for a stated purpose; be inforned of exactly how their
information will be used; be given real privacy choices that they
can easily exercise; be given easy access to their information
and the ability to correct inaccuracies; be guaranteed that their
information will be adequately safeguarded; and be able to
identify and hold accountable those who fail to honor their
privacy rights.

In electronic comerce it's especially inportant for privacy
practices to be transparent and for good systenms to be created to
respond to consuners' questions and conpl aints because by its
very nature this type of commerce is invisible.

For consuners to trust these paynent nethods, they nust
understand them and believe that they have control over them
Putting on ny fraud hat for a nonment as director of the League's
National Fraud Information Center, | am concerned about
scenari os, such as consuners using eCash to pay soneone posing as
Readers' Digest for a subscription renewal, when that person is
not connected with the publication at all.

This is a frequent type of telemarketing and Internet fraud



that we hear about. Wiile | understand that nerchants will not
be able to opt to be anonynous, | wonder what procedures wll be
used to validate the nmerchants before they can participate in the
el ectronic commerce schene, revisiting the days that many of us
went through when there were great concerns about consuners
giving their credit cards nunbers to con artists and we had to do
a |l ot of consuner education in that regard.

And we have seen con artists in fact shift to other nmeans of
paynment to get around that consunmer education and around the
mer chants type of safeguards.

And since sone transactions, for instance, nagazine
subscriptions will not allow the consuner to be anonynous, | do
worry about how the information that they provide especially to
con artists will be abused.

Finally, it's clear that there is going to need to be a
significant effort to educate the public about these systens.

And by the public | nean both consuners and busi nesses. W need
to educate people about the need for security, and fair
i nformati on practices.

The National Consuners League intends to be an integral part
of that effort and we | ook forward to working with people in
governnent and the private sector to nake sure that electronic
paynment systens are an attractive option for consuner
transacti ons.

MR, LUDW G Thank you very nuch.

Now, M ss Johnson, we'd be interested in the |aw enforcenent
per specti ve.

M5. JOHNSON: It's a pleasure to be here. Inviting a | aw
enforcenent person to a privacy related topic is what we refer to
as a skunk at a garden party. W called ourselves that first but
have been subsequently told that it m ght be true.

But | hope that ny remarks will make ny presence at | east
tolerable. FINCEN in the Departnent of Treasury is the youngest
| aw enf orcenment agency, created in 1990. | thought it be useful
totell you alittle bit about who we are.

We're a network. Even though we reside in Treasury, we are
represented by people from22 different federal agencies. CQur
mssion is a smaller slice of a larger pie, which is to prevent
noney | aundering and other types of financial crine.

We do that by collecting and dissem nating data in support
of | aw enforcenent investigations. W do that by witing and
adm nistering 31 CFR 103, the U S. Bank Secrecy Act. It is
really a m snoner because it requires entities, businesses, and
financial institutions, which provide financial services to keep
certain records and file reports.

We have been | ooking at the privacy issue for about two
years in terns of noney | aundering, fraud, counterfeit, and other
crinmes. W are hunbl e enough to believe and know t hat nobst issues
on the macro level will not be decided by FinCEN or any one
particul ar Treasury | aw enforcenent agency, such as |IRS, Custons,



Secret Service, and Al cohol, Tobacco, and Firearns.

But the ultinmate decisions nay affect how we are able to do
our job. Qur philosophy has been don't act hastily and i npede
conpetition, but try to keep a seat at the table so that we don't
want a problemto occur and cone in after the fact.

We have worked closely with the industry and have received
t remendous cooperation. They have been trying to help us work
t hrough what | think our concerns. This is what we termthe
paradox of secrecy, things that make these systens good; their
security, their efficiency, and their speed are great from
| egiti mate commerce.

They nay be great for ny custoners who are the crimnals.
Granted, we understand that these systens are still in their
i nfancy, |owdollar-value transactions, consuner oriented, not
the types of things that the Bank Secrecy Act has in the past or
ever would want to contenplate records on who buys a subscription
to what.

That's why we have thresholds in existence and have been
wor ki ng to reduce our existing burden on financial institutions.

We do have questions and want to continue a dial ogue whet her
t hese E-noney systens develop in such a way, and, it nay be
premature, they are providing financial services. W ask the
i ndustry and others to help us with what, if any types of
precautions should be put in place for financial crinme and fraud,
how wi Il this affect our existing |aw enforcenent techniques, do
we need new ones, and do we need to adapt?

And on international jurisdiction howw !l we ensure a |evel
playing field. Currently we talk to other countries about their
ant i noney-| aundering prograns, knowi ng that the United States or
a few countries have a significant program other countries my
not, and sone of the bad noney or activity may nove of fshore.

That ultimately hurts us as well. So we're alittle
concerned with staying abreast of things to ensure a |evel
playing field. W have done a few things. W have continued to
work with the industry. W had a colloquiumin New York where we
tal ked about issues, a |ot of issues unrelated to noney
| aundering. We have worked wth the Financial Action Task Force,
which is a group of 26 countries, the major financial centers, in
Pari s.

They have adopted 40 recommendati ons agai nst noney
| aundering. This year we were able to include a new one that
said countries should | ook at the inplications of E-noney, with
your partners in the industry.

W also recently did a series of simulation exercises with
the Rand Corporation. The resulting paper will be probably
presented sonetine in the summer. Industry, |aw enforcenent, and
consuner representatives gathered to discuss the possible effects
of E-noney.

W're interested in a level playing field for all. W do not
want to inpede any devel opnent of good systens. W understand



that things are still noving at a relatively steady pace, and
that we need not be hasty and tell everyone to overlay a

regul atory environnent that is either incorrect or burdensone to
the industry and doesn't really provide us what we want.

| bring that nessage to you in the hopes that | can convince
you. We have taken a single step, however. Recently we |eveled
the playing field for those depository institutions or financial
institutions other than banks, check cashiers, noney
transmtters, casinos, and others. W have a statutory nandate
to bring themunder the rubric of antinobney-|aundering nmeasures
and recently issued a series of notices of proposed rul emaki ng
for that.

One proposal is a requirenent that all providers of
financial services that are not banks register with the
Department of the Treasury. W have proposed that potenti al
E- noney issuers should register wwth the Departnent of the
Treasury.

We are not doing it in a vacuum W have a series of
partnership neetings scheduled, the first of which will be held
on July 22 at FinCEN. You're all invited to attend if you would
like to discuss this issue anong ot hers.

| amthankful that we were allowed to participate. | hope
that maybe | don't snell as bad as every skunk and that you w ||
continue to keep us inforned and |l et us have a seat at the table.

MR. LUDW G  Thank you very much, M ss Johnson.

M ss Koehl er.

M5. KCEHLER: | am Janet Koehl er, Senior Manager for
Moder ni zed Product Devel opnent at AT&T Universal Card Services.

However, |I'mhere to represent the Smart Card Forum and
nei t her AT&T nor Mondex. |In the audience today al so representing
the Smart Card Forum are Di ane Daryl, Executive Director, and
John Bur ke, General Counsel.

The m ssion of Smart Card Forumis to accelerate the
w despread acceptance of nultiple application of Smart Card
t echnol ogy by bringing together in open forumleading users and
technol ogi es fromboth the public and private sectors.

The forum has 61 principal nenbers and 107 auditing nenbers
from busi ness, including banks, telecomunications providers,
sof tware conpani es, equi pnent providers, and car manufacturers,
etc.

Twenty-seven state and federal agencies are nenbers as well.
Among the forum s objectives are to lead the Smart Card industry
forward by establishing a vision for interoperability and to
devel op cross-industry positions on issues relevant to
t echnol ogy, business, and | egal and public policy.

On behalf of the forum|l thank you for the opportunity to
talk with you about our shared objective, understandi ng consuner
i ssues that arise fromelectronic paynent technol ogi es and what
the industry can do to address these issues.

When | spoke to this commttee in April, | reported the



Smart Card Forumwas finalizing a privacy policy to guide its
menbers in responding to consuners' needs for confidence that
their stored value transactions, using Smart Cards, would be
protected fromunwanted privacy intrusions.

The gui delines were devel oped through a process of review ng
recommendat i ons of governnental bodies, |ooking at exanples from
ot her industries, requesting input from nmenber organizations, and
having early discussions and a final review of consuner
advocat es.

In May, the Forum approved and announced t hese gui deli nes.
The gui del i nes addressed respecting the privacy of expectations
of consuners, ensuring that the data is as accurate, up-to-date,
and conpl ete as possible, pronptly honoring consuners' requests
for information that a conmpany has about them and enabling them
to correct inaccurate personally identifiable information,
l[imting the use, collection and retention of custoner
i nformati on and appl ying appropriate security measures to protect
cust oner dat a.

Consuners should be given a neans to renove their nanes from
a conpany's telemarketing, on-line, mailing, and solicitation
lists. |If personally identifiable consuner information is to be
provided to unaffiliated third parties for marketing or simlar
pur poses, the guidelines say that a consunmer shoul d be inforned
and provided the opportunity to opt out.

And the third-party should be required to adhere to
equi val ent privacy standards with respect to that information.
Smart Card service providers should inplenent policies and
procedures to limt enployee access to personally identifiable
consuner information on a need-to-know basis and to educate
enpl oyees about privacy standards and enpl oyee's responsibility
to protect consuner privacy and to nonitor enpl oyee conpliance.

Copi es of the guidelines are avail able outside on the table.
When Smart Cards are used on the Internet, the energing privacy
protocols or standards will conplenent the Smart Card Forum
privacy guidelines.

We have sent copies of the guidelines to all of our nenbers
and wi Il have a session at our annual neeting in Septenber to
hel p our nenbers identify and overcone privacy and rel ated
barriers to consuner acceptance.

During the same week that | nmet with this commttee in
April, | also participated in the Federal Reserve Board's
Consuner Advi sory Counsel neeting. The Counsel was di scussing
the application of the Electronic Fund Transfer Act to stored
val ue products and the need for disclosures to consuners.

Counsel nenbers, who included industry and consuner
representatives, agreed that it is in the best interest of
consuners and stored value card providers to tell consuners what
they are going to be receiving, what limtations there are, what
their charges are, howto get a card replaced if it is lost, what
to do if the transaction or the rights doesn't work as intended.



But at the sane tine the industry nmenbers, who are famli ar
with stored value cards, express the belief that it is premature
to prescribe a particular formof consuner disclosure
particul arly when stored val ue products are not very far down the
read to devel opnent and inpl enentati on.

One exanple is the question of what a consuner should do if
a stored val ue paynent transaction is not conpl eted because of,
for exanple, a power blackout.

Since many of the stored value card applications are stil
i n devel opnent, there are a wi de range of possible approaches to
this problem Inplenenting a specific regulation, which is based
on a trial version of one paynent application, could seriously
i npede the growmh of innovative solutions to this problem and
coul d conceivably stop the devel opnent of a particular technol ogy
al t oget her.

When the Smart Card Forumis Legal and Public Policy
Commttee nmet |ast nonth, we agreed to take on the chall enge of
devel opi ng di scl osure guidelines for stored val ue card providers
to use in deciding what they need to tell consuners about their
products, so that consuners wll understand their rights,
responsibilities, and the products that they will be using.

In fact, we have established a subcommttee on disclosure
guidelines and will be gathering information froma w de range of
i ndustry and consuner representatives. W welcone the guidance
and input fromthis Task Force.

It is indeed a challenge for all of us to devel op guidelines
that can be hel pful across sonme different products with very
different features which are still evol ving.

W want to be sure that the guidelines work well across al
likely forms of products and do not advantage one system over
another. W won't know how long it will take until we're further
along in the process; we're just beginning.

Undoubtedly our initial product will be a little less than
perfect and perhaps not as robust as it needs to be. | think it
will be a process of trial and error and conti nuous i nprovenent.

W are review ng the discussions and proposals of the
regul atory and | egislative bodies that have addressed these
i ssues, including the nenbers of this Task Force | ast nonth, and
that will be hel pful to us.

Thank you for the opportunity to discuss the work of the
Smart Card Forum and we | ook forward to continuing the dial ogue.

MR, LUDW G Thank you, M ss Koehler. Your group's focus on
these issues is cormmendable. | did wonder when you tal ked about
the policies you' re working on, are you proposing any nechani sm
to ensure that if sonmebody signs up that they volunteer to
participate in that set of policies that they' re foll owed?

M5. KOEHLER: As with any broad industry association, these
policies can be principally voluntary. They provide a guide. And
we hope that through perhaps noral suasion, just the fact that so
many conpani es were nenbers of the organi zation that they have to



review and sign off on the guidelines before they' re published,
that they will be making a commtnent toward that. And we wll
certainly see that as we roll out.

MR. LUDW G  Thank you very much.

M ss Ml ligan?

M5. MILLIGAN: It's a pleasure to be here. | feel like |
have spent a lot of time in this roomthis sumer. No offense,
" m | ooking forward to August.

We just spent four days discussing privacy on-line before
the Federal Trade Conm ssion. And while E-nobney was not
explicitly part of that discussion, it was inplicit in the reason
we were having the discussion that the range of, the area of
commercial transactions, for lack of a better term is where the
rubber hits the road; or | think probably even nore
appropriately, it's where those digital tracks that you're
| eaving all over the Internet head right to your door.

So | think that it's useful to think about the principles
that were called fromthe FTC proceedi ngs not this past June, but
t he June before, and were actually explored nore fully and nore
t hought s about how they could be inplenented in this nost recent
set of hearings.

The principles that canme out of |ast June's hearing as core
conponents of devel oping a privacy paradi gmor useful way to
t hi nk about privacy in the on-line environnment where notice or
di scl osure to consuners about the inplications, the information
bei ng coll ected, what purposes it would be used for, to whomit
m ght be di scl osed and the general privacy inplications of the
i nformation, choice or control, the ability to make deci sions
based on that information in a neaningful way, access to data
t hat others have about you, and security. And | wll steer clear
of that, because | know our next panel is going to address that
i ssue nore fully.

| think that it's fair to say that the financial marketplace
is afairly aware of privacy, that we have had years of surveys
t hat have shown that this is an area where consuners are nore
aware and nore savvy about privacy.

That kind of diversity of paynment nmechani snms that we see in
the traditional marketplace reflect some of those concerns. And
| think that consuners do choose between paynent mnechani sns
under st andi ng the consequences and traceability.

That said, data collection is grow ng and noving in a very
i nportant way. But for npbst consuners, the transactional data
that was col |l ected about you yesterday at your credit card
conpany or at your bank or at sone other financial-type
institution is now possibly collected, not only there, but also
at the scanner at the grocery store, at the Wb site, and at the
retail |evel

So that the diversity of information both collected, its
quality and its quantity, and the fact that there are nultiple
pl aces where that data may be captured and stored is really



changi ng sonme of the privacy concerns.

The terns E-noney and el ectronic paynment systens | think is
rightfully pointed out. They are widely different systens that
are available. And we are seeing products that are famliar to
us in the off-line world: <credit cards, debit cards, and stored
val ue cards, like a traveler's check

We're seeing those both offered in the on-1line world.
Probably nost inportantly, we are seeing those nerged. The
consequences were really evaporating. The traditional ideas
about the types of protection about records being created, and
other activities are disappearing because the digital
environnent. The on-line world creates records of your
activities regardl ess of which form of paynent nechani sm you
choose to use.

So if we are to have the options that we have had in the
off-line world in the on-line world, those have to be crafted by
policy, because they do not necessarily flow by your choice of
t he tool

| just want to note as | think Dave did and | think others
will that eCash or other types of things that are |i ke noney--and
when | say |ike noney, they are fungible, universally accepted,
securely backed, and equally valuable for transactions between ne
and a grocery store and between you and |I. Those play an
incredibly inportant role in our econony.

Part of that role is in protecting anonymty and privacy. |
t hink one nust be vigilant to have that in the on-line world. As
Al l en Greenspan noted, there is no doubt that there is a narket
for privacy, if privacy is avail able.

| woul d encourage you to see that as a real mssion in this
area. In reviewng the electronic paynent systens and their
literature on how data is collected, nost of themare forthcom ng
about the flow of information about ne to others with who I am
engaging in a transaction.

So what the nerchant gets access to may be clearly stated.
What is nmuch nore opaque is what the systemis doing with the
nmoney, and the transactional data.

A quote in the Security of Electronic Miney Report states
that the full transaction information is transmtted to a central
point. The issuer will probably be able to relate transactions
to particular consuners fairly easily. This could reduce the
| evel of consuner privacy.

It is a huge understatenment to say “reduce.” | think that
wi |l drastically change the way in which consuners engage in the
mar ket pl ace and t he consequences of that.

Today individuals are rarely given information that explains
the privacy inplications of a given paynent nechanismin a
conprehensi ve or a conpel ling way.

| do not intend to dismss the efforts of the Smart Card
Forum and the credit and financial institutions, because unlike
many of the Web sites that Marc Rotenberg and | have revi ewed,



they have nmade an effort to educate people.

The reality is, though, if you ask nbst consuners what the
difference i s between choosing a debit card, a credit card, and a
cash paynent, they may note the del ayed paynent from using a
credit card.

But few of themw |l tell you about the privacy inplications
of making that choice. As we nove into the on-line world that
the quality and quantity of information can be collected by
mer chants and ot hers about not just what you purchase, but what
you pick up, what you consider, what you read, where you are
shoppi ng, where you are spending your tinme, and to whomyou are
pl aci ng phone calls. Wthout an effective consunmer education
conponent to really explain to people what the consequences are
of these different choices, privacy is going to severely drop off
and consuners will suffer

So | look forward to hearing nore. And | encourage you to
ask questions of people who are devel oping the systens, not about
what information is available to people with whom|'mtransacting
wi th, but about how the information collected by the systemis
bei ng handl ed; howis it being stored; where are the access
points; where are the vulnerabilities; and where is it being
backed up, because | think those are the real questions.

MR. LUDW G Thank you. M. Rotenberg.

MR. ROTENBERG David introduced a new termthis norning

and | amgoing to coin a new phrase, | think what's needed for
consuner acceptance of new paynent systens is the devel opnent of
robust anonymty. |1'mgoing to be making three points this

nmorning to support the concept of robust anonymty.

The first point is that anonymty is the default for the
vast majority of consuner transactions. Mary Cul nan made this
point earlier today. Eighty percent of transactions in the
United States, according to a 1995 Treasury Departnent report
were cash based.

Therefore, it's inportant to recogni ze that the confidence
and the assurance that people associate with the use of cash
could easily be lost if new paynent systens require forns of
i dentification.

The second point is that the technology to pronote anonymty
and the inplenentation of anonynobus paynent schenes reduces
regul atory burden. Let nme explain this point.

Mary Cul nan nentioned fair information practices, which are
the principles that are broadly associated with the obligations
to protect personal information that is collected. Those fair
information practices can take the form of industry guidelines or
prof essional obligation, often that take the formof |aw,
statutory restriction and the use of how personal information may
be used.

This is true in the banking era. This is true for credit
reporting. |It's true for video rental records, for cable
subscri ber records. \Wen organi zations collect personally



identifiable information, they often nust conply with certain
| egal obligations about how that information may be used and
subsequent |y di scl osed.

Therefore, one reason that anonymty is so attractive is not
only on the consuner side, but also on the business side and the
organi zati on side because it dimnishes the obligations that
woul d necessarily result when an organi zati on chooses to coll ect
personal informtion.

My third point is that anonymty is very much desired in the
on-line world today, in the Internet world, in the world where so
much of the focus is now on new forns of paynent, new forns of
commerce, and new forns of econom c opportunity.

There are several reasons for this. One may be sinply
cultural. The Internet grew to pronote w de-spread anonynous
activity and interaction. In our survey this year for the
Federal Trade Comm ssion, we |ooked at a hundred of the top Wb
sites. W noted that, although few had adequate privacy
policies, virtually all allowed users to use the resources, visit
the Wb site, and downl oad the information w thout disclosing
their actual identity.

W suggested, based on the survey, that this de facto
practice of protecting anonymty on the Internet was one of the
things that was protecting privacy today. That could well
change.

A second point in support of user desirability is sinply
opinion polls. The nost conprehensive polls have asked the
question straight out of users of the Internet whether they
support anonynous paynent systens or user-identified paynment
systens?

The sem annual poll by the Georgia Institute of Technol ogy,
which is avail able at our Wb site, found that, on a scale of one
to five, users expressed a preference of 3.9 in support of
anonynous paynent systens and 4.4 spoke about the right to act
anonynously. It was one of the highest |evels of agreenent anong
the 15,000 people who were surveyed on their attitudes about use
of the Internet.

So, there is clearly a strong recognition of the need for
anonymty.

Now, another significant area in new paynent systens is
concern about fraud and traditional consunmer protection. There
is an interesting area of overlap between anonymty and concerns
about fraud.

Al t hough the lack of accountability in some anonynous
paynment systens will allow certain types of crinmes to occur, one
crime which clearly does not occur in that environnment is
identity theft.

This particular problemof identity theft, which | eaves
individuals virtually without any limtation on the exposure to
personal risk is a significant problemin this country today.

Anonymty could be inportant in trying to limt that



particul ar type of crimnal conduct.

Robust anonymity requires reliability and trust. People have
to | ook at anonynous paynment systens with the belief, well
grounded, that the systens will work as they're represented.

The second requirenent is that their adoption for consumner
pur poses has to be wi despread and w dely accepted. It won't work
i f anonynous paynent systens are pushed to the margins or
considered to be special cases of other types of paynent.

And the third, | think anonynous paynent systens need to
address | aw enforcenent concerns, because of the noney | aundering
risk. David Chaum effectively expl ai ned how t he one way
anonymty of his system addresses the | aw enforcenent concerns it
protects the identity of the consuner, but allows for
accountability for the nerchant and defeats blackmail and
extortion systens. Now, if these three criteria can be
satisfied, | think we will have robust anonymty; The key to
consumer acceptance of new paynment systens.

MR. LUDW G Thank you.

Now our | ast panelist of the first panel, Mss Sullivan.

M5. SULLIVAN. |I'mthe Director of Governnment Rel ations for
t he Consuner Bankers Associ ation. W represent the nation's
| argest financial institutions on consunmer and retail delivery
system i ssues.

In this capacity we have a commttee that works solely on
technol ogy and the delivery of retail products and services.

This commttee identified the issue about privacy about three or
four years ago and created industry guidelines.

We adopted our guidelines in Septenber 1996, after three
years. It wasn't easy, because bal anci ng business interests with
consuner interests is very hard.

It's al so because of the technol ogy changes. What is good
today may not be hel pful tonmorrow. I n Decenber 1996 we had a
wor kshop for bankers telling themhow to inplenent the
gui del i nes.

We pl an anot her workshop this fall. The Anerican Bankers
Associ ation just adopted one that is very simlar to ours, the
Smart Card Forum | think the basic principles are sonething we
all agree on.

M. Ludwi g, you have identified a problemenforcing the
gui delines. W don't want you to pass regulations. | think
there are 82 bills now that tal k about consunmer privacy in the
| egi sl ature.

A nonth and a half ago there were 52 so everyone is very
interested in this issue and with good reason. M. G eenspan
recently said that there ought to be industry self-regul ation.
One of his reasons, and our main reason, for it is that
sel f-regul ati on can change because of market forces.

When legislation is passed, it's nmuch, nuch harder to
change. This is an area that we think really needs to be very
fl exible.



We are working with the ABA and other trade associations to
see how we can best get banks to adopt these privacy guidelines.

Many of them have our policies. Many of them have policies
in their code of ethics. The policies may apply to smart val ue
cards, smart cards, or perhaps credit cards. Qur goal is to get
themto be adopted throughout the retail industry. And that's
not quite as easy, because of conputer problens or the expense
actually involved in getting all the conputers to be able to do
everything that we'd |ike themto do.

That's part of prom sing sonething and being able to deliver
that at the same tine. But we are working on it. W do think
that the regulators have a very inportant place in what's going
on right now, and that is for consunmer education.

Part of it is the forunms that have been held. Certainly
what the FTC has been doing is inportant because this is not
really just a bank issue. This is an issue that affects anyone
that has a conputer and the technol ogy to gather information, use
it, and analyze it as a consuner.

It's really good that nore than just banking people are
working on it. W'd like you to consider perhaps a role for
educating consuners on what is going on, not only what a Smart
Card | ooks like or what it could do, or what banking on the
Internet could do, but what are sone of their options for
privacy.

Because everyone in this room understands what can be done
and is being done. And | do think that it is here; it's not
comng, it's here and it's been here for years, all of the
dat abases and all of the information that's avail abl e about us.

Just as the regulators worked with people and educated them
about the uninsured aspect of investnent products, they could
work with groups of consunmers. The industry would be delighted
to work with them and educate consuners about privacy.

Consuners ultimately will push the industry to adopt
guidelines that will benefit both. And that's because consuners
have to be able to trust their institutions, and | believe they
will.

It's inportant to the banks to have that trust because it's
inportant to themto continue to do their business.

No matter what we do here, we have to consider what is going
on in Europe. Although there are conpetitive aspects to what's
going on in the European union, the nenber countries have adopted
sone strict consuner privacy qguidelines.

The adm nistration is working with the European uni on on
different aspects of the use of custoner information. And I
think that the recent paper by the adm nistration acknow edges
that. W have to be concerned about that as well as we go ahead.

MR LUDWG Let nme begin with one question and give
everybody a chance to ask their questions.

Are we tal king about all information? |Is there a way to
marry concerns of the | aw enforcenment conmunity with concerns of



consuner advocates in terns of every bit of information? Are we
really tal king tal king about robust anonymty? Are we tal king
about all information?

MS. MULLIGAN. |I'mnot conpletely clear on your question
about whether it's all information. Mst of our problens we have
tried to focus on applies to transactional data created through
paynment mechani sns.

David Chaum s exanple offers payor anonymty, but does not
of fer payee anonymty. It probably cones closer to addressing
sone of the | aw enforcenent concern.

At | east when you're dealing with institutions and providing
sone of the protections for anonymty for the consuner, it
doesn't provide the kind of fungible one-to-one capacity that you
m ght be | ooking for between consuners when both payor and payee
are anonynous.

That would reflect the traditional narketplace. So there
may be, as the | aw has carved out specific areas, whether it's
the $10, 000 transfer or other types of reporting requirenents
that we should be m ndful of reflecting what exists today as we
nove forward.

Marc rightfully pointed out, as did Mary that what exists
today is really a defaultive anonymty and that when consuners
make choi ces for other purposes, such as because | want to defer
paynment or | want sonebody else to maintain ny noney so | don't
have to wal k around with it that we nmake sone types of
know edgeabl e deci sions that bal ance the costs and benefit to
our sel ves.

So | don't think it's necessarily all or nothing. The
choi ces have to be very specifically made and thought out.

MR LUDWG M. Chaum nentioned that payee information
shoul d not necessarily be included fromhis perspective. And
M ss Johnson said that for a | arge anount of transactions,
information i s not abundant.

M5. GRANT: There are legitimate societal concerns and that
part of the price of being in business is making at |east sone
i nformati on avail abl e about your businesses, the paynents that
you receive, and what happens with that noney.

So | don't have any problemw th precludi ng businesses from
being able to get conplete anonymty because | think that is
necessary to protect |aw enforcenent concerns.

| think that on the consuner side of it, it's upto
consuners to decide what information they are concerned about.
Sonetimes we hear the doctrine of do-no-harm pronoted.

But that leaves it up to the holders of consuners
i nformati on, who have received it through various neans, to
determ ne what's harnful and what isn't, rather than for the
consuners thensel ves to determ ne.

So in that case, the ultimte decision about what and how
i nformati on about the consunmer should be retained should be up to
t he consuner.



CHAI RVAN PI TOFSKY: This is the heart of the matter about
robust anonymty. Let nme give you two situations that perplexed
all of us.

One is that drugstores collect information during paynment as
to who is using what prescription. Most people feel that for
personal ly identifiable information to be sold by drugstores to
the drug conpanies without notice of consent is a real invasion
of privacy. Maybe sone people don't agree with that, but I'd
like to hear about it.

In the other situation, the drugstores as a group aggregate
the information thereby elimnating personally identifiable
information, but sell it as a comrercial transaction to the drug
conpani es.

| f the consuner owns the information, you would be concerned
about doing that w thout the perm ssion of the consuner. On the
ot her hand, one wonders really about the privacy invasion in that
situation. Wen we tal k about robust anonymty, would we include
a situation |ike that where personally identifiable information
i's not involved?

MR, LUDW G Could you make your question nore conplicated?
What if the aggregate information sold to drug conpani es was
actual ly hel pful disease control? How nmuch of a vaccine is being
sold in the aggregate in the nmetropolitan D.C. area, for exanple,
as conpared wth sone other area?

MR. ROTENBERG | actually don't think it's a hard probl em
and | think you have suggested the answer. Sinply that when the
information is not personally identifiable, the privacy interest
really goes away. It is for all purposes as if it were
anonynous. Aggregate data is essentially anonynous with respect
to the identity of individuals.

So at least fromny perspective | would not see any probl em
in the situation. The problem which you have suggested, which is
alittle nore conplicated and forces us to engage in sone
bal ancing, is that there are circunstances where personally
identifiable information is disclosed perhaps w thout notice and
consent in the nedical field is one for the purpose of providing
a benefit to the individual.

And then we have to do sone hard work. But this discussion
really focuses on these paynent systens. And these paynent
systens represent a nore narrow category of issues we need to
consi der.

An exanple is the new hi ghway systens that David Chaum has
been involved with, and whether the toll records when you travel
on a highway are user identified or anonynous. W are talking
about communi cation systens. \Wen you buy a tel ephone service is
t hat paynent user identified? | think those were the problens we
were asked to | ook at.

M5. MULLIGAN. Marc and | are in general agreenent about
where the individual's privacy consideration may end. But
because you specifically laid this out in the nedical context |



feel a need to add, that there are sone other considerations with
dat a.

Sonme peopl e have tal ked about group privacy interests. And
the nedical context is one where this really plays out. Al though
the data that's collected may be stripped of information that
identifies you as an individual, it may still identify you as a
menber of a specific type of group of people. That information
then is used to discrimnate, for exanple, anong types of people.
In some other interesting ways, the availability of the
informati on can be both used for very beneficial and al so have
sone negative consequences. W've certainly seen this, for
exanple, in the credit area and in the nedical area with
redl i ni ng.

VWiile it may not be a privacy interest, there are sone other
interests to keep in m nd.

MR. LUDWG That's an excellent point. W mght even take
it into the individual. [|'mglad you nentioned the credit area
because it really does crystallize this alittle bit, too, as
wel | as nedical .

Early on, for exanple, it was viewed that collecting
i nformati on about an individual's race in a credit transaction
was viewed as a negative, that it could be abused in terns of the
di scrim natory decision nmaking. Many in the advocacy conmunity
view it differently now, that is, the viewis that the ability to
collect that data is essential in ternms of determ ning whether
there is discrimnation going on. Wthout the data, you can't do
it at all.

| think this is a good exanple. It makes the group data
i ssue very, very difficult.
M5. MIULLIGAN: | think the Community Reinvestnent is a

perfect exanple of where the data is not necessarily good or bad.
It is the use to which it is put. So it becones a very
chal | engi ng i ssue.

MR LUDWG Does that then go to the issue of collection
and use?

Perhaps the Chairman is wi se enough to create the exact
right exanple. But it seens to ne that one can suppose cases
wher e individual paynent information about a drug, not group
i nformation, could be enornously val uable both for the individual
in a health context and for the group as a whol e.

For exanple, were they buying the effective drug or were
t hey buyi ng enough of the drug or were they buying the drug
consistently. It could have broader inplications as to whether
or not there was effective i nmuni zati on goi ng on.

MR CHAUM It's not public, but I will nmake a little
di scl osure here without revealing the identities. Qur conpany has
devel oped a nedical data privacy technology and it's actually in
trial nowin Europe. And it's specifically about prescription
drug as you nenti oned.

And what it does is it just is the exanple here; it allows



t he anonym zation of aggregated data. The purpose is to prevent
what's cal l ed adversely interacting drugs.

So if you go to tw different positions you m ght get sone
drugs that wouldn't work well together and could even be very
dangerous. This systemw || find that out even though the
medi cal records of the physicians are separated. It also lets
the drug conpani es make sure that they don't waste noney by
gi vi ng peopl e too much.

MR. LUDWG That would be on a individual basis? That would
have to if you're going to tal k about the, that woul d be not
aggr egat e.

MR CHAUM Wl |, what happens is that the individual gets a
ki nd of pseudonymwhich is not traceable to their identity but
which is used at a central facility on-line to make sure that
they're not the recipient of a conflicting drug.

MR LUDWG \What if they are? Wth the pseudonym nobody
knows who they are but the systemturns up bright red and says --

MR CHAUM It tells the prescribing doctor not to prescribe
t hat .

MR LUDWG But the individual is still out there taking
t he drug.

MR CHAUM At the tine of the prescription, it's the way
that the systemis set up. The physician checks on-line to nmake
sure that this prescription is a good one for that person, that
there is no allergy put on record and that sort of thing.

But | think it's inportant to distinguish between two ki nds
of mechanisns for privacy. And that's what | was trying to bring
out in nmy preparation. You have got the type where the consuner
is in control of the data, or you've got the situation where that
data is in the hands of a third-party and we're trusting themto
do the right thing with it.

You shoul d di stinguish al so between when a nerchant has
access to identifying data about you, maybe not related to the
paynments exactly but for other reason, and when the paynent
system operator can recover this information about you. Those
are different situations and they're sonetines m xed.

We heard here that if you subscribe to a magazi ne using
eCash then you've given up your anonymty anyway. Well, not
really. You give it up to that magazi ne publisher but not to the
paynment system provider.

So what we have done in the nedical case is nmade it so that
you don't give up your anonymty to the physician and really not
to a central facility in fact. So that's different fromjust
saying, if the user gets together they can put it all in one
conputer and decide what's a good use and what's not a good use
because then you run into the verification of those uses.

The problemwith privacy is that it doesn't run itself. It
is just auditing as a control nmechani sm because the data can be
| eaked out. It can be used for say cl andestine and covert
pur poses w thout being |inkable back to its source and so forth.



And i f privacy once conprom sed can never be recovered.

It's a very sensitive thing. And the best nechanisns are those
that keep the data in the hands of, say, the individual or naybe
their trading partner as opposed to allowng it to be

centrali zed.

M5. CULNAN: | think it's not going to work to have a totally
anonynous world. There are situations where that's very
i nportant, but there also needs to be accountability in a |ot of
ci rcunst ances.

Striking that balance is often very difficult. That's one
of the issues we are going to be grappling with in the Conm ssion
internms of terrorismon the Internet. If you' re always
anonynous, how do you catch peopl e?

So | also think that the | aw abi ding public doesn't always
want anonymty but they do want choice. There are situations
where peopl e choose to use a credit card and have a paynent that
goes on their record because you get certain benefits fromthat.

That's because of the way that the marketplace works and
al so because of certain regulations that are in place. So on the
consuner side, choice is really the key. But to nmake good
choi ces, people have to have good informati on about what's goi ng
to happen to their information after it's been collected. The
push is now on self-regulation and better disclosure.

But what's mssing fromthis piece of the puzzlie is that we
do not enforce this. W do not have good enforcenment nechani sns.
| f someone detects that soneone is saying one thing and doi ng
sonething else, the FTC wll be happy to hear fromthem

But aside fromfinding this out, there's no way to know.
There is no auditing requirenent in place if the market demanded
audi ting standards that could becone a way of doi ng business for
conpani es that wanted to attract custoners.

On the business side, conpanies need to know how their
custoners are using their products, because you can't be in the
dark. You need to know what businesses are keeping records. You
need to know who's using your card and for what purposes, and
what ki nd of businesses are doi ng what kinds of business with
your custoners.

But the issue here that gets a little bit away fromthe
privacy is the issue of conpatible use in terns of how the

information is used. Is it used for ways that are related to the
purpose for which it was collected? That is is a very inportant
principl e.

And then where are the boundaries on the financial services
institutions, for instance transaction facilitators? They know
not only about the customer, but al so know about the conpanies.
They can use that information in sonme people's opinion for
conpetitive di sadvant age because whose custoner are you?

And that gets us off of the privacy track but that's another
i nportant business issue that the direct marketing association
has had difficulty sorting that out to everyone's satisfaction.



MR, LUDW G Thank you very nuch.

M5. MIULLIGAN: | had a very particul ar question about the
public policy concerning this trial that you're tal king about,
M. Chaum \When the information is delivered to the consuner at
t he point where they get the second prescription, is it delivered
on a piece of paper or conputer screen or does the pharmacist in
the white coat say I'd like to talk to you about sonethi ng?

MR CHAUM Well, I'"'msorry to clutter the conversation with
the details of this particular application. | just thought it
was so surprisingly relevant that | should nmention it.

In fact, the way the systemworks is that there are
conputers at each physician's office. The prescription is
entered immedi ately into the conmputer. It checks on-line to see
if there is a conflict. So it's the physician who is able to
notify the consuner or change the prescription.

There are a nunber of issues, not only adverse interaction,
but al so redundanci es and abusi ve substances, all kinds of
issues. So that can all be dealt with by the physician.

But the separation between your relationships with different
physi ci ans and the health care providi ng organi zati on and so
forth is maintained very strictly.

MR, LUDWG M ss Johnson.

M5. JOHNSON. Thank you. Qbviously as a citizen |'m
concerned about the privacy and confidentiality of mnedical
records. And obviously wearing ny professional |aw enforcenent
hat those types of drug sales are probably not the ones that |I'm
nost interested in.

Qur concern with anonymty of course would be the inability
to identify people. Qur present system has about 12 mllion
reports of just currency transactions over ten thousand doll ars.
W think that's way too many. That's not even capturing the
noncash activity.

So our concerns are nore about being able to not identify a
person. |If systens were to permt this, which right now | don't
think they do, a person could buy drugs in large anobunts from
soneone other than a drugstore and not able to be identified or
perhaps a drugstore that receives an excessive anount of paynent
that isn't necessarily consistent wwth the general business
activity that they've done before or other drugstores.

|"mvery optimstic that we're going to marry our |aw
enforcement concerns with the industry because | think many of
t he devel opers are taking |li ke David and Russ from CyberCash are
taking the appropriate steps to protect thensel ves and be good
corporate citizens.

M5. SULLIVAN: | wanted to bring up enforcenent one nore
time. Once a bank has adopted a policy, whether or not the
exam ners can't | ook at the policy and see whether or not there
is, are mechanisns in place for banks to conply with their
privacy policy is?

And that nmay be one sort of regulation nethod of seeing



whet her or not banks are, well, at |least financial institutions.
You m ght be able to do the sane thing if there is another
mechanismfor the FTC to | ook at organi zations that are al so
collecting information and devel opi ng privacy policies for their
consuner custoners. Certainly banks are so highly regul ated

al ready that that m ght be a possible alternative for

enf or cenment .

CHAI RVAN PI TOFSKY: One nore effort to add to the conplexity
of the problem which doesn't need any nore conplexity. W're
tal ki ng now about situations where personally identifiable
informati on m ght be discl osed for good reason; either it hel ps
the person who is identified or it helps |aw enforcenent or it
serves sone ot her useful social purpose.

But then the question becones who deci des whet her the

i nvasion of the privacy is so small, and the social and the good
purpose is so great, that we will allow the disclosure.
Now, that inplicates the question of notice and consent. |f

it's such a good idea for the consunmer, why don't we ask the
consuner to give consent to the disclosure of the information, or
are there situations where the social purpose like |aw
enforcenment is so pressing that it trunps any privacy concern?

That | think is where our set of issues wll turn out to be.
And |'d appreciate hearing reactions to whether you think consent
is essential whenever personally identifiable information is
transferred if it's used wthin the conpany to inprove the
conpany's product, | haven't heard anybody conpl ai ni ng about
t hat .

It's the transfer. And of course, as sonebody said, the
rubber hits the road where the paynent occurs because those are
t he peopl e who accunul ate the nost information about the nost
transacti ons.

Shoul d we take the position that w thout consent those
transfers of personally identifiable information should not
occur ?

MR. CHAUM Let ne just add one inportant coment to set a
stage for that to answer to your question because it is an
interesting question. | have to agree with you, it's difficult.

When you build these systens, if you don't build privacy in,
consuner-controlled privacy as to default, then you | ost that
opportunity conpletely in the future for everything. So given
that you do build it in to the basic paynents infrastructure then
t he consuner has the choice always to whether they want to
identify thenselves or not for particular transactions and to use
vari ous kinds of systens.

| f you don't build it in to the basic infrastructure then
you' ve robbed everybody of that choice and of course you have no
hope of reaching the robust |level of privacy. So | think that's
inportant to nmention. There seemto be sone m sunderstandi ng
about that point.

Just because you have a nmechanismthat protects people's



privacy and lets themcontrol it doesn't nean that they can't
very easily give it up and in a very secure way prove who they
are to various people for various purposes.

What's not so obvious is that you can prove that you're the
owner of a particular say pseudonym So w thout conpletely
identifying yourself you can show certain credentials about
yoursel f, that you are a repeat custoner; have received certain
degrees; or paid certain insurances.

Those limted types of anonymty are also interesting and
possi bl e based on an infrastructure that supports user controlled
anonymty.

M5. GRANT: |'d like to respond to that as well. In the
previ ous FTC privacy hearings | gave an exanple of a conpany that
was offering nusic that you could order over an 800 nunber. You
could set up an account so you wouldn't have to give your credit
card nunber every time you called to place an order. The marking
peopl e in the conpany deci ded, after focus groups with consuners
told themit is when the easiest nunber when ordering, the
conpany woul d use social security nunbers.

When the conpany announced this to consuner advocates, we
were horrified that they woul d have these social security nunbers
for a purpose that was not required and that even the consuners
didn't recogni ze the danger.

It wasn't even that, the conpany planned to transmt that
information to others, although it would have been possi bl e road
for themto decide to sell that information but that enpl oyees
woul d have access to that sensitive information.

It goes back to having a dialogue with consuners about why
you need the information that you' re asking for and having them
make an i nformed decision about whether the benefits are worth
t he exchange of that information. |[|f not, who they want to give
t heir business to.

It also points out the need for a vast anmount of consuner
education. Because this is a situation where neither the
busi ness nor the consuners were making an i nformed deci sion about
how to set this account system up

MS. SULLIVAN. | wondered if | could ask two questions. W
tal ked about consent. Fromthe bank's perspective, I'd like to
know what you nean by consent because we have opting-in and
opting-out. That is of terrific inportance to a financi al
institution and an issue that's been bandi ed around for years.

As soneone who fornerly was in market research, the concern
that we had is that if you denmand consent, an affirmative consent
froma custoner, we wll only do this if you allow us to do that,
which is the real definition of consent, then you' d probably get
a response rate of 3 percent because people then have to do
sonet hing about it, and often they don't do it. And not because
they care about it, but because they have other things that
they're concerned about. So the industry standard has been
opting out. And that has been and nostly from a market



perspective because then you have nore people who, if they care

about it, will let you know.
If they don't care about it, then you're free to go about
your business. | didn't know if when you used the word consent

when you were talking, if you cared one way or the other. That
was one of ny questions because we care a | ot about that.

Then, the second piece was often financial institutions work
with third-parties to provide products and services. And those
third-parties al nost always are under a contractual agreenent
with the bank that they can't use that information for other
pur poses.

It's never sinple to say if the bank uses that information
or a bank hol ding conpany uses the information for its own
devel opment of products and its own service of its custoners.
Airline mleage is one exanple where information is being shared,
but it's being shared for a very particul ar purpose.

And if anybody is thinking about how to do that, we'd |ike
t hose pieces also to be consi dered.

Thanks.

MR LUDWG M ss Johnson, do you want to address that? |
know Governor Kelley has a nunber of other questions. But before
we get to that, you have raised the opt-in opt-out issue.

Doesn't technol ogy give us a way of junping over the problem
you pose is that you can't use an opt-in system because nost
peopl e won't check the block and it will frustrate businesses’
ot her needs.

Technol ogy coul d conceivably sol ve that problem because if
you sign up for sonething, the conputer can be rigged so that you
sinply can't finish the transaction w thout checking the bl ock
one way or the other. So it wouldn't be a case where it would be
a conpl etely uninforned deci sion, because they would have to
address the issue dependi ng on how you set up the program

MS. SULLIVAN. That's a perfect exanple of why technology is
changi ng so nuch that we ought not have any rules in stone. That
can't be done today, but when transactions over the Internet
beconme nuch nore comon, sone sort of screen that a customer can
use right away will beconme much nore viable and people will use
it. Right now!l don't think that's particularly workabl e.

MR CHAUM Can | just interject one related point? |If
there is a franmework of privacy, consuners will be nore willing
to respond to all kinds of inquiries from organizations that may
only have these rel ati onshi ps.

Wth these organizations they can have intimate
rel ati onshi ps, but anonynmously. That's one of the things that

privacy technology can really do. It can help inprove the
quality of marketing input in on-line situations eventually.
M5. CULNAN: |'d like to just back that up with one quick

exanple. The Internet surveys that Marc Rotenberg referred to
and al so the privacy in Anerican business found that nost people
on the Internet won't give or decline to give personal



information to a Wb site, because the Wb site didn't tell them
why they wanted the information and what they were going to do
withit.

Again, it gets back to trust. |If you' ve done business with
a conpany for a long tine, you trust them and you're probably
going to cut thema little nore slack. You don't expect themto
come back every time and ask you; it's very expensive for the
busi ness and it woul d probably be annoying to the consuner.

Through experience, if things are okay, you get to that
first threshold because they tell you these are the rules. |If
the rules are okay with you, you opt in basically to the
rel ati onship and then things proceed fromthere.

MR. CHAUM M point was nore about the survey aspect.
Peopl e often give biased answers when they're identified in a
survey. |If people are able to answer anonynously, you can get
hi gher quality information. But | support what Mary said.

M5. JOHNSON: If there was a particular issue for the | aw
enf orcenment exanple, we m ght want to consider advice and consent
means not only if they do not consent that the information
woul dn't go but then perhaps the transaction wouldn't be able to
be conpleted. That was nmy only point.

MR. ROTENBERG | was just going to briefly answer the
guestion at the outset. Choice is a necessary but not sufficient
condition for privacy protection. There are nmany other interests
including the right to access the information and to correct and
sonme formof remedy when the policy is not upheld that have
al ways been reflected in privacy | aws and policy.

It is a mstake to put so nmuch enphasis on choice. It is a
very narrow slice of the privacy pie. The other point that |
want to make is that | really do hope we don't lose this thread
of anonymty. There are a lot of steps being taken nowto try to
pronot e anonynous paynent schenes.

Davi d descri bed sone on the technology side. On the policy
side | wll nmention that |ast week the White House El ectronic
Commerce Policy rel eased the discussion of privacy protection
which explicitly nmentioned anonynmty as a possi ble solution.

And | think nore interestingly, the new nmultinmedia | aw which
was recently adopted in Germany sets out a requirenent that
conpani es which are providing busi nesses and services in the new
on-line environnment do so to the extent practicable to provide
for anonymty so that consumers who want anonymty can get it.

It's a very interesting answer to what is the appropriate
role of governnent in this situation. Wat the Gernman gover nnment
is trying to do is to junp-start sonme of these anonynous paynent
systens by saying that if you' re going to offer the services you
have to provide privacy that as a consuner option.

MR, LUDW G  Thank you.

Governor Kel |l ey?

GOVERNOR KELLEY: M. Chairman, when we started this norning
it seenmed like we had a ot of tinme to cover this ground. Here



we are alnost at the end of our hour. This has all been
fascinating, but there are a |lot of things we haven't even
t ouched on yet.

I'"d like to ask how we are going to achi eve sone
satisfactory |l evel of consuner understanding broadly and
general |y about this whol e business.

We have been tal king about this as our property that should
be incorporated in this or that product. W need to broadly and
general ly understand this.

Mss Miulligan | believe used a phrase that really hit a hot
button on nme. She tal ked about the intelligibility of consuner
di sclosures. This is sonmething that regulators grapple with and
are enornously frustrated by all the tine.

Tal ki ng about specific products that are in the process of
bei ng i ntroduced, | wonder how producers of those products are
addressing the privacy properties of their product in terns of
di scl osures, how this can be effectively addressed so that it can
be broadly understood, and what if any enforceability
capabilities need to be introduced to nake sure that people are
given an appropriate |l evel of accurate understandi ng of what it
is that they're using. That's a broad, general topic to anyone
who would like to take it on.

M5. MIULLI GAN: We did a brief exam nation of disclosure
statenments of a nunmber of different conpanies that are in our
testimony. We | ooked at CyberCoin, E-Mney, D giCash, First
Virtual, Mondex, Net Cash, and Net Bill.

And just on the disclosure point, |I think the only one that
really made an attenpt to make a conpl ete di sclosure to consuners
not just about what information would be available at the end
points, but also how information captured by the system woul d be
used was Net Bill. They did a fairly thorough job. | wouldn't
rate theman A plus, but they really made a stab at communi cating
ki nd of the whol e package, of how we capture information.

It's not an easy task. A lot of the discussion that had
gone on at the Federal Trade Comm ssion about how to provide
notice. Trustee, which is a self-regulatory nodel, made effort
to give people just kind of sinple branding so that people can
understand how i nformation flows. A common vocabul ary for
expressing data practices is really needed if it's going to
becone sonething that consunmers can | ook at |ike an FDA. That
probably is not a good exanple, like a label to figure out the
calories or the content.

W need sonething akin to nodel type disclosures and
vocabul ary. The Smart Card Forumis working with their nmenbers
to devel op those types of disclosure statenents. | think it's
sonet hing that has to be done in conjunction with consuners.

| certainly know as a policy person that | don't very often
speak in a |language that is intelligible to consuners. | think
there is a role for people who have an expertise in the data
practices area because, it is a really obscure topic to many,



many consumers.

M5. GRANT: Just look at the print information that you get
when you get your credit card at the explanation of your rights
and responsibilities. And that's an exanple of how not to do it
| think. It really needs to be in plain English up front.

| think that there is a role of governnment perhaps in
devi sing sone definitions for things so that people are al
calling the sane thing the sane thing, otherwise I think it wll
be very confusing for consunmers to know when different terns are
t hrown around exactly what they nean.

M5. CULNAN: | wanted to add to that common definition and
per haps even a role for common nessages. |f you repeat the sane
message over and over again fromdifferent entities, consuners
wll be nore likely to understand.

And if it is possible to work together in the node that the
Consuner Federation of America |led the Consuner Literacy
Consortium There, you have a wide range of entities working
toget her to devel op common nessages whi ch can be repeated and

build an understanding in the mnd of consuners. | think that
m ght be very hel pful and a good role for governnment to | ead.
MS. SULLIVAN. | think the Commerce Departnent has been

trying to work with industry to devel op pieces like this.

t hi nk that banking regulators that have an interest in working
Wi th industry on this, should avoid the truth-in-Iending

di scl osures that you just tal ked about that have been the result
of years and years of regulations and laws that really don't
serve the purpose that they neant to serve.

| think that one of the terrific things that is going on
right nowis that we're not repeating the errors that we nmade
before in devel opi ng ot her products and services. So any kind of
educati onal aspects that the industry and the regulators could
work on | think would be terrific.

MR LUDWG CGovernor Kelley. Do you have any ot her
gquestions?

GOVERNOR KELLEY: | think that's very hel pful

MR, LUDW G  Anyone el se?

MR, GUYNN. Can we take Mke's line of questioning one step
further. |1'mscared. Marc, you were tal king about the work
that's been done, analytical work to see what custoners want.

Has anybody done any | egitinmate good research on what
custoners really know and understand about privacy issues rel ated
to products?

Has anybody taken a product or a series of products and
talked to users to ascertain whether or not the kind of
di scl osure that people are trying to do and we all agree is
really inportant is really taken? Do people have any sense about
what's happening to the data?

MS. CULNAN: There are sone real big gaps in the survey
research that's been done. One of the things you learn from
doi ng surveys i s every survey raises new questions that you



didn't. But two questions that have never been asked and | think
need to be asked is one, what do people think is going on with
their information? What is the |evel of understandi ng?

And then the second question is do you care? |f people
really don't care, then what's all the fuss about? And if people
do care, they say they're concerned about their privacy. They
say they've lost control.

Do specific practices associated with specific products,
cause problens for people? So if soneone would put up the noney
to do one of these surveys, which tend to be fairly expensive,
and ask sone of these questions, it would be enornously hel pful
in noving the discussion forward.

MR. GUYNN:. This argunent is terribly inportant on both
sides of the table to have sone sense about what people really
know about what's happeni ng because | don't think we do.

M5. CULNAN:. Right. These | obby surveys have been funded by
i ndustry and they maybe are afraid to get the answer to the

guesti on.

MR LUDWG Yes. One of the keys to all of that is the
survey. It depends on how you ask the question. How nmuch does
t he consunmer know when he or she says, “l don't care.” The

consuner has to be infornmed as to what the consequences of not
caring are.

MR ROTENBERG I|I'ma little bit skeptical of policies that
rely on extensive consuner education. And | say this in part
| ooking at the current debate over debt card liability and the
confusion in many consuners' m nds.

Equal Iy inportant to consumer education is al so business
education. |If consuners really do want these services for
anonymty and to protect privacy, it isn't always the case that
they enmerge quickly in the marketplace, particularly where there
are sonme macro issues related to the devel opnent of they paynent
syst ens.

| hope part of what conmes out of this session is the
expectation that businesses will be nore responsive in the
devel opment of those services and the creation of these policies
to protect privacy.

MR LUDWG Wth that, let me call this first panel to a
conclusion. Thank you, presenters, for really an excellent set
of presentations and comments. Since | nust |eave this hearing,
| did want to take one nonment before I turn the gavel over to
Chai rman Pitofsky to thank publicly the staffs of all the
agencies for doing a wonderful job in this public hearing and the
prior public hearing. | know they' ve worked enornously hard. |
know ny own staff has done a splendid job. | just wanted to
express ny personal thanks and turn the gavel over to Chairnman
Pitof sky after the break.



PANEL ON SECURI TY | SSUES

Denonstration: Thomas Snedi nghoff, Esq., MBride, Baker & Coles

Panel i st s:

Catherine A Allen, Chief Executive Oficer, Banking Industry
Technol ogy Secretari at

Marcy Creque, M dwest Region Volunteer Director, American
Associ ation of Retired Persons (AARP)

Shabbir J. Safdar, Omners Tel ecomuni cati ons Watch Paul Lanpru,
Strategi c Marketing, VeriFone

Elliott C. MEntee, President and Chief Executive Oficer,
Nat i onal Aut omated C eari ng House Associ ati on ( NACHA)

M chell e Meier, Counsel for Governnment Affairs, Consuners Union

Wayne MIler, Vice President of Information Services, AT&T
Fam |y Federal Credit Union

Russell B. Stevensen, Jr., General Counsel, CyberCash, Inc.

Peter Toren, Trial Attorney, Conputer Crime and Intell ectual
Property Section, Departnent of Justice

CHAI RVAN PI TOFSKY:  Moving on now to our second panel. Jim
Kam hachi wll be sitting in for Gene Ludwi g on behalf of the
Comptroller’s Ofice.

|'"d like to introduce the second panel which will discuss
security issues that are relevant to el ectronic paynents
i ncl udi ng the consuner concerns about unauthorized use and
l[iability, encryption, and forns of authenticating a paynent or a
user such as signatures.

Qur panelists are Catherine Allen, Chief Executive Oficer,
Banki ng I ndustry Technol ogy Secretariat; Marcy Creque, M dwest
Regi on Vol unt eer Coordi nator, American Association of Retired
Persons; Al an Davidson was to be here but cannot, and
substituting for Al an Davidson is Shabbir Safdar of the Omers
Tel ecommuni cati ons Watch; Paul Lanpru is the strategic marketing
at VeriFone; Elliott C. MEntee, President and Chief Executive
O ficer, National Automated C earing House Association; Mchelle
Mei er, Counsel for Governnment Affairs, Consuners Union; Wayne
MIller, Vice President of Information Services, AT&T Fam |y
Federal Credit Union, on behalf of the National Association of
Federal Credit Unions; Thomas Snedi nghoff, of MBride, Baker &
Col es; Russ Stevenson, Ceneral Counsel of CyberCash; Peter Toren,
Trial Attorney, Conputer Crine and Intellectual Property Section
of the Departnment of Justice.

|'"d like to thank all of you for being here today. 1'd |ike
to start off the panel on security issues wth a presentation on
digital signatures by Tom Snedi nghoff of MBride Baker.

MR. SMEDI NGHOFF: |'ve been asked to provide a basic
overview of digital signatures, how they work, and the |ega
i ssues that they raise. |[|'ve been told I've got 15 mnutes to do

it sol'mgoing to do it at a relatively high level. And



apol ogi ze to any of the technol ogy people here who m ght feel
that | mssed sone of the finer points.

The best way to start out was to | ook at the |egal
requi renents that you had for nost forns of electronic
transactions such as electronic contracting that m ght occur over
the Internet. And |I've boiled those down to four basic issues
which | call authenticity, integrity, nonrepudiation, and |egal
formalities.

By nessage and authenticity |I mean who really sent the
nmessage and, in sone cases, do they have the authority to act on
behal f of the entity that they're purporting to act on behalf of.
If it's a paynent order received by the bank, the bank needs to
know who sent it and if they had the authority. |If it's a
docunent of a contractual nature, we need to know who we're
dealing with on the other end of the transaction.

Second, we need to | ook at issues of nessage integrity which
basically boil down to is the nessage conplete and can we have
sone | evel of assurance that it has not been altered either in
terms of alterings that m ght occur during the comuni cation of
the nessage or alteration that m ght occur at either end once the
message is stored on the conputer of the sender or the recipient.
W need sone assurance that we've got the conpl ete nessage and
that it has not been altered.

Third and really flows fromthe first two. |If we're going
to commt resources, change our position, send noney, deliver
product, whatever it is in reliance on an el ectronic nessage, we
general ly need sone assurance that the sender of the nessage
cannot repudi ate the nessage and either falsely deny that he or
she sent it or falsely deny the contents of the nessage.

And finally, in many cases we have to deal with | ega
formalities, typically witing and signature requirenents, for
exanple, for the statute of frauds that applies in a contractual
situation.

And we need sone assurance that we have been able to satisfy
those requirenents. |If we look at traditional paper-based
commerce, there are a | ot of ways that al nbst unconsciously we
use these requirenents. They may not be particularly secure, but
we've trusted themfor so many years we tend to rely on them
Things like the use of paper where the nessage is bound to the
paper and cannot be separ at ed.

Col ored backgrounds, for exanple, on a check, |etterhead,

i nk on paper, handwitten signatures, sending nessages through
seal ed envel opes through a trusted entity like the U S. Postal
Service. Al of these things rightly or wongly help us to feel
confortabl e when we deal with a paper-based conmerci al
transacti on.

When we nove to the Internet in electronic commerce, we
don't have these basic indicia over liability so we need a
substitute. And that substitute is information security. Wth
information security we are protecting the nessage because we



recogni ze that when we use a public network like the Internet, we
cannot protect the nmediumitself.

The inportant thing to recognize with respect to information
security is that not only does it have a technical conponent in
terms of howit works but it also has a very significant |egal
conmponent .

This was first recognized in the Uniform Commerci al Code
Article 4A dealing with wire transfers where information security
procedures in effect replaced the signature as the authenticating
devi ce for paynent orders sent electronically.

The primary focus fromthe perspective of |nternet
transacti ons when we tal k about information security is the
concept of a digital signature. So what | really want to focus
on here is three issues wth respect to digital signatures.

First, what are they? Second, how do they work? And then
third and briefly, what are the | egal issues that they raise?

| have al ways thought when tal king about what a digital
signature is that it's helpful to start by tal ki ng about what it
is not just for clarification purposes. A digital signature is
not a digitized copy of your handwitten signature |ike m ght be
created when you sign one of those little credit card pads at a
departnent store.

Li kew se, it is not your nane typed at the end of an E-nmail
message, even though that's transmtted digitally. And third,
it's not a PIN nunber |ike you m ght use in connection with an
ATM card.

What a digital signature is actually boils dowm to a fairly
technical definition. But |I've distilled three basic el enents.
First, a digital signature involves a transformation of the
message itself. That's inportant because it links the signature
to the nessage.

Second, it uses public key encryption to acconplish this.
Finally, it does it in such a way that the recipient of the
message can verify the authenticity and integrity of the message.
Who was it fromand is it conplete or has it been altered?

What does a digital signature |ook Iike? Here' s an exanple
of a plain text nessage which you can see in right at the top of
the slide where sonebody is purporting to enter into a
contractual transaction.

The bottom of the nessage highlighted in yellowis the
digital signature. Two things that ought to be noticed here.
First of all is the fact that that signature is total gibberish
It nmeans not hing when you ook at it and you can't tell whether
that nmessage is authentic by looking at it. The signature is
created by software and it's interpreted by software.

Second, you can read the nessage itself. Wwen we digitally
sign a nessage we are not protecting the confidentiality of the
message. That's a wholly different and separate issue. Okay.

Let's talk briefly about encryption. |'msure everybody is
basically famliar wth the concept of encryption, the process of



di sgui sing a nessage in order to hide its substance.

It's inportant to focus on the fact that there are two
different types of encryption, symmetric encryption and
asymmetric or public key encryption. Symmetric encryption has
been around literally for thousands of years. The G eeks and the
Romans apparently used sonme formof it. The Germans had their
enigma machine in Wrld War I1. And there's the Captain M dnight
decoder rings.

Asymetric public key encryption was basically devel oped in
1976. It involves the use of tw separate keys. The inportance
of distinguishing the two is to recognize that traditiona
symetric encryption is what we use for confidentiality, and
public key encryption is what we use for digital signatures.

Alittle bit nore on public key encryption. First of all,
the keys that we're tal king about are not really keys; they're
basically large prinme nunbers. They're generated typically by
the person digitally signing a nessage.

They woul d use one of these key pairs using software or a
hardwar e device. You generate two keys: one is called a public
key and one is called a private key. The private key you keep
confidential. That is what you use to digitally sign a nessage.
The public key is disclosed to anyone with whom you m ght want to
communi cate the nessage, any one of your trading partners, for
exanpl e.

And these keys have a couple of very inportant
characteristics. They are mathematically related. They cone in
a pair and each pair is unique. There's only going to be two
particul ar keys that can forma pair. W cannot have a third.

And second, you can use either key to encrypt a portion of a
message, but then you have to use the other key in order to
decrypt it. And that is a very inportant characteristic of
public key encryption.

I f you think, for exanple, of two physical netal keys that
you' d use in a lock on a door, if we could construct a |ock such
t hat one of those two keys could | ock the door but then you had
to use the other key in order to unlock it, if you had one of
those two keys and canme up to the door and found it | ocked, put
your key in and you were able to unlock the door, it would get
you in the house but it would also tell you sonething very
i nportant.

It would tell you who | ocked the door; that is, the person
who holds the other key. And that's the basis behind the digital
signature process is by tying these two keys together and tying
the keys to an identity we can tell who sent a nmessage.

Let's ook briefly at the process of creating a digital
signature. Now this is all going to be done by software. | t
woul d be transparent to the user. But it's instructive to see
how it works.

If we start at the left-hand end of that slide, the box
| abel ed nmessage, that's our plain text readabl e nessage that



says, “Take a thousand dollars out of ny account and send it to
CGeneral Mdtors”. W take that nmessage and run it through
sonet hing called a hash function

A hash function is nothing nore than an al gorithmthat
transl ates the nessage into a unique in effect a nunber which we
call ed here a nessage digest. But the significance of that
digest is that it is unique to the nessage.

| f the nmessage changes, the digest changes. If we add a
comment, if we change a yes to a no or a thousand to a hundred
t housand, the nessage digest is going to change. So the nessage
digest is like a digital fingerprint of the nmessage.

We then encrypt the nmessage digest using the public key of
the signer. The encrypted nessage digest is in fact the digital
signature. That is attached at the bottom of the nessage which
is then sent on to the recipient of the nessage.

So, the nessage | ooks much |ike the one we just |ooked at.
You have the text and you have the digital signhature attached at
t he bottom

When the recipient receives the nessage, the nessage is
received with the digital signature attached, the recipient
software is going to do two things. First across the bottom of
the slide there, it looks like the lines aren't real clear but
there is a line running fromdigital signature to encryption
function, the first thing the recipient software wll do is
decrypt the digital the digital signature to see if it can
determ ne the contents of that nessage digest that the sender
cal cul ated before it sent the nessage.

| f the recipient can decrypt that nmessage, then we've
established authenticity. W know who sent the nessage. |It's
t he person who holds the private key that matches the public key
that we used to decrypt the nessage.

And then second, across the top of the slide, the recipient
software will take the nessage itself and run it through the sane
hash function in order to calculate a digital fingerprint of the
message as received, which we call nessage di gest nunber two.

We then conpare the digital fingerprint of the nessage as
recei ved, nessage digest nunber two, with the digital fingerprint
of the nessage as sent, nessage di gest nunber one.

| f those are the sane, we know the contents of the nessage
have not been changed since it was sent by the sender and we've
establ i shed nessage integrity. There is one key problemwth
t hi s whol e schene.

| said a mnute ago that when the public key is used to
decrypt a digital signature, we know who sent the nessage. |It's
t he person who holds the matching private key. But who is that?
Keys are just nunbers and anybody can have a particul ar nunber.

How do we relate a nunber to a person or an entity? Well,
the answer to that is we use a trusted third-party known as a
certification authority. The job of the certification authority
is to identify an individual or an organi zation or a machine, for



that nmatter, and associate that identity with a public/private
key pair.

And then what the certification authority does is issue a
digital certificate in order to acconplish that. A digital
certificate basically binds a public key to an identity.

So if | get a nessage that purports to be fromBill Gates,
would go to a certification authority who has issued a
certificate to Bill Gates, get a copy of that certificate, |ook

at the public key that appears in that certificates, and use it
to attenpt to verify the digital signature that we receive.

These certificates are typically, or at least in theory,
going to be published in publicly accessible on-1line
repositories. 1In sonme closed systens they woul d not necessarily
be publicly accessible. But the concept is there would be a
dat abase of certificates that you could go to to retrieve that
certificate in order to verify a digital signature.

| f you have not gone through the process, you can go to the
Veri Sign Wb site. You can actually have your Netscape browser
calculate a public/private key key fare for you. You can then
use that to apply for a digital certificate fromVeriSign. 1It's
a worthwhile exercise to go through to see how this process works
and to take a | ook at the resulting signature.

Now what are the legal issues? 1've got one slide here to
summari ze what could be weeks and weeks of discussion, but | boi
it dowmn to three categories of issues.

We need to focus on what are the obligations of the parties
to a digitally signed transaction, what is the effect of using a
digital signature, and how do we ensure that the certification
authority properly identities and goes through the appropriate
processes when issuing a certificate?

Wth respect to the obligations of the parties, there's
going to be three parties to every digitally signed
communi cation. There's going to be the person who signs the
message, the certification authority that issued the certificate,
and the relying party, the recipient who uses that certificate to
verify the digital signature.

The sender of the nessage, the person who signs the nessage
is the person who holds the private key. The key obligation of
that person is to keep that private key confidential. |If it
turns out that private key is conprom sed, sonebody el se could
send a nessage masquer adi ng as the individual signer.

This al so raises issues about what is the scope of the
obligation to keep that private key confidential. It also raises
i ssues in a consuner context in terns of whether we want to apply
those sane rules to consunmers that we m ght apply to businesses.

Wen we | ook at certification authorities we have to ask the
guestion of what is their obligation to properly identify
i ndi viduals when they issue certificates. And what is their
l[itability if they don't properly do their job?

Wen we | ook at the recipient of an electronically digitally



si gned nmessage, we have to focus on their obligation to get that
certificate and verify that digital signature before they can
rely on the nessage.

What's the effect of a digital signature? Sone states are
starting to say that a digitally signed nessage wll be given in
essence | egal presunptions if there is a dispute and we have to
go to court.

Basically what the states that have done this are | ooking at
is a rebuttable presunption that the identified signer is in fact
t he signer of the nessage.

A rebuttable presunption is that the contents of the nessage
have not been altered, thus shifting the burden to the other
party to disprove that, simlar to the approach that Article 4A
takes with respect to paynment orders sent pursuant to a
comercially reasonabl e security procedure. O her states have
rejected that approach.

Third is the issue of quality controlled certification
authorities. This is a major, nmmjor question. Sone states have
taken the approach that we need to regul ate and |icense
certification authorities. W need to require themto post a
bond, to be audited, and to go through a variety of procedures
and regul ations to nake sure that they properly identify people
wi th public keys.

QO her states are taking a nore | aisser-faire approach, and
others are looking at different alternatives such as
accreditation that m ght be used to acconplish this process.

If we ook at the legal infrastructure that's starting to be
built wwth respect to digital signature rules, there is a | ot
going on. The American Bar Association El ectronic Commerce
Division, which | chair, issued the digital signature guidelines
about a year ago through the Information Security Conmttee.

They have been very influential in focusing this debate.

Those gui delines function nuch like a restatenent of the | aw
in ternms of setting forth what the principles ought to be
relating to digital signatures. Then, as you can see fromthis
list, there are a few states that are | ooking at various forns of
digital signature |egislation.

There was a paper on the table. At the end of that paper is
a summary of the current status of all of the enacted and pending
state digital signature legislation. As you can see fromtaking
a look at that, at last count there are 39 states that are doing
sonething in this area. Sonme are focusing generally on
el ectronic signatures, others are focusing on digital signatures,
and sonme are doing the regulatory |icensing route.

QO her states are taking different approaches. It's a m xed
bag right now. The states seemto be pretty nmuch all over the
ball park. Where that's going to end up | think is an open issue
and the need for uniformty I think is a very, very serious
probl em t here.

And then in this last slide | just sunmarized Wb sites



where further information is available. And with that | wll
close and turn it over to the next speaker.

CHAI RVAN PI TOFSKY:  Thank you very much for a truly
fascinating presentation. Once again | get the feeling that
future shock is right upon us.

Let's turn to our panel of speakers.

MS. ALLEN. BITS is the division or separate entity fromthe
Bankers Roundt abl e. The Bankers Roundtable is the 125 | argest
bank hol di ng conmpanies in the U S.

BITSis, the board of BITS is nmade up of the ten | argest
banks. And they represent 70 percent of the deposit assets in
the U S. W also have representatives fromthe ABA and the | BAA
on that board.

The mandate for BITS canme out of concerns in the public and
al so concerns on behalf of the financial services community about
security and privacy. One of the research pieces | |like to quote
i s Yankel ovi ch and Associ at es.

They do it fromyear to year, along with their Cybercitizen
survey and their regular consuner surveys. Fromlast year to
this year a significant shift in concerns on behalf of consuners
about security and privacy. They in fact put security before
privacy.

What they nmean by that is who has access to their bank
accounts or their credit card nunbers and al so what's bei ng done
with the information that they've providing. Wiat's significant
in the research is that wonen are nore concerned than nen.

Ei ghty-five percent of the regular on-line users that are
wonen versus 50 perfect of nmen say they will not shop or bank
on-line until they feel that these safeguards are in place.

It's part of that that has led to the initiatives around
BITS. The mandate for BITS is to pronote the security and safety
and soundness of the paynents and financial services delivery
syst ens.

So we're | ooking at both the paynent conponent as well as
t he broader definition of electronic comerce and where paynents
and transfer of information takes place. W' re organized around a
nunber of initiatives.

The six initiatives deal with establishnent of standards,

i rreparabl e and open environnent standards and specifications in
the technol ogy world, |ooking at a |larger group of consuners to
be able to access the system Perhaps the devel opnment of an
Acceptance Mark or a Privacy Mark will ensure that consuners
understand that the systemthat they're working over is safe and
sound.

"Il talk inalittle nore detail about that. W have an
advi sory group which is neeting right now in the Washi ngton
Sheraton. The designees fromthe chairman are their senior
executives that they listen to.

That forumis nmy kitchen cabinet. W have working groups
around del i verabl es by Septenber and we have five deliverables.



For Septenber in the privacy area, we not only are working with
the CBA and the ABA on devel oping i ndustry-w de adopti on of
gui del ines on privacy, we are going to step further to how you
woul d i npl enent and enforce this.

We had a discussion this norning about this on guidelines
for the industry in terns of what business practices need to
change and how it mght be enforced. | think that will be a
conti nuous di al ogue with the governnent on this.

A second deliverable is in the standards area. It is
bringi ng together various parties that have differences in the
home banking, Internet, and Smart Card arena, where paynents and
financial services are involved and tried to make those an open
envi ronnent and interoperable and secure.

Athird effort is in what we call industry review where we
are looking at the different paynent nmechani sns, different
paynment entities, and rationalizing what they' re doing so that
there is a concerted effort and strategy on behal f of the
financi al services industry.

The | ast two have the npbst perhaps interest to you are two
met a-architecture projects. W're taking a nethodol ogy that was
devel oped for the tel ecommunications. and systens integration
world and applying it to the paynments infrastructure. So we have
a process on developing a neta architecture of the existing
paynment systemwhich will allow us to understand the roles,
rules, regulations, and potential security breaches.

That's everything fromcash and checks all the way through
to ACH and chips. Then we have a de novo neta architecture group
which you're seeing if we didn't have to worry about the | egacy
systens. O, if we were comng at this as a software provider or
a nonbank, how would we deliver an el ectronic comrerce franmework?

Once we have this nmeta architecture design, we are then
going to bring in some security conpanies, one to design and one
to detect. Mst likely it will be our national |aboratories |ike
Sandia or Los Alanpos that will help us see where the potenti al
breaches may occur in the existing systens and where they may
occur.

We're being inclusive in this. W have a series of industry
foruns where there are governnent people. Jimis actually com ng
out to our August neeting in Santa Fe where we're focusing on the
consuner and business issues. Again, we are going to the
custonmer and what are their concerns about trust, security, and
privacy. Then, how do we inplenent that into the design of the
de novo neta architecture.

Certainly on the security arena, | think that we will have
your interest and involvenent. Sone of the agencies have al ready
been participating in our industry forunms. 1|'ve given you sone

materials to tell you about that.

Two specific things are of interest. One is that behind the
privacy inplementation was the feeling on the part of the banks
and financial services comunity that we have to take the high



road in the leadership in this arena, that it's inportant to our
customers.

Banks have a |l ong-standing tradition of keeping information
private. |If we can use not only how we have done that, but al so
how we have worked with the governnent in that, that m ght be a
nodel for other industries to follow

The second thing is in nmeta architecture and security. W
all know that all securities are breachable. The issue is what
are the business tradeoffs and what are the tradeoffs for
CONSUITErS.

That's where dial ogue with the governnent and the consumner
groups and the consuner marketplace is necessary.

Let me in conclusion restate how i nportant security,
privacy, safety, and soundness are to the financial services
comunity. That's the reason BI TS was devel oped. W were funded
in Novenber, and | just took over as CEO on April 15. So we're
up and running, and it's all focused on safety, soundness, and
security for financial services.

Secondly, it's critical that we understand the custoner
mar ket pl ace and custoner needs. The users, the financi al
services community, and the governnent are really laying out the
business criteria for the technol ogy players to follow rather
t han the other way around.

The technol ogy players are saying that this is what we have
to use and here's how you'll use it. So I think having this
sense of security and soundness is critically inportant. W need
to communi cate that to the technol ogy providers and the new
entrants to the new i ndustry.

| invite you to participate in the industry foruns, and |
| ook forward to other dialogues. And we do have sone foll ow up
nmeet i ngs.

W're neeting wwth Governor Kelley later this nonth, and
Attorney Ceneral Janet Reno has asked to neet with a nunber of
our CEGCs on security. So I'll be glad to share that information
w th you.

CHAI RVAN PI TOFSKY:  Thank you very much.

M ss Creque, could you give us reviews fromthe point of
vi ew of AARP?

M5. CREQUE: M. Chairman and nenbers of the Task Force,
AARP agai n appreciates the opportunity to present our views on
the issues of safety and soundness and the protection of privacy
regardi ng energi ng el ectroni c noney technol ogy.

My nanme is Marcy Creque, and |I'm a regional volunteer
director for AARP's m dwest region. Energing electronic paynent
t echnol ogi es prom se many benefits, but also may make consuners
vul nerable to financial fraud and abuse.

Safety and privacy issues for financial institutions and
consuners are not always identical. For exanple, banks and ot her
institutions may be concerned about such issues as digital
signatures, encryption, and securing equi pnment and devices from



theft and vandalism

Consuners place nore enphasis on the soundness of issuing
institutions or entities that control the nmeans of accessing
accounts and services and conducting transactions.

Sonme areas of nutual concern because of the threat of shared
| oss, such as the theft or | oss of transaction cards, personal
identification nunbers, and conputer access codes.

My remarks focus on a few of these areas nost inportant to
consuners. The confidence of ol der persons in the safety,
security, and financial soundness of electronic noney affects
their willingness to utilize these new technol ogi es.

AARP' s position on safety and soundness is derived fromthe
fundanmental need to assure that retirenment savings and ot her
financial assets often accunul ated over a lifetine are avail able
when needed.

Wil e AARP agrees that many benefits can be derived from new
i nnovations, a Congressional Budget O fice report notes that the
regul atory framework for enmerging el ectronic paynment systemis
uncertain.

For exanple, a recent |egal opinion issued by the Federal
Deposit | nsurance Corporation found that while a stored val ue
card could be designed in such a way that it would be covered by
Federal Deposit |Insurance, no existing stored val ue system
qualified for FEIC coverage.

In contrast, a credit balance on a credit card when the bank
issuing the card fails is deened to be an insured deposit and is
covered by insurance. On-line script or stored value cards can
be i ssued by non-depository and depository institutions, but only
depository institutions are covered by deposit insurance.

El ectroni ¢ noney issued by nonbanks, however, would not be
insured even if distributed or sold by banks. The Federal
Reserve says stored val ue bal ances issued by depository
institutions will be treated as transacti on accounts subject to
reserve requirenents.

It lacks authority regardi ng bal ances issued by
non-depository institutions. Finally, the Federal Reserve has
not indi cated whether reserve requirenents would apply to on-line

script.
Al so, issuers or financial backer failure or even fraud are
possible. In fact consuners have already suffered | osses due to

prepai d phone cards issued by fraudul ent conpani es.

Operational failure or insolvency of a key issuer could
create a loss of confidence in electronic noney and lead to
addi tional insolvencies and perhaps inpact the ability of banks
to meet their interbank paynents.

Al t hough i nsurance coverage to closure is required on sone
products by regul atory agenci es, actions on avail abl e
instructions | ack enforcenent. AARP agrees with the CBO s report
whi ch concluded that clarification of some of the |egal
anbiguities regarding safety and soundness woul d aid acceptance



of electronic noney transfers by nerchants and consuners.

Di scl osures about deposit insurance coverage woul d be
especially hel pful. However, those products offered by
non-depository institutions would remain a problem

State | aws governi ng check and noney transm ssions by
nonbanks offer only partial protection to consuners. Sonme 45
states have sal e of checks, noney transm ssion |icensing |aws.

But only half of these |aws specifically apply to the
transm ssion of funds by these nmeans. In addition, these | aws
are unlikely to apply to non-financial institutions engaged in
| nternet comrerce since they require a presence in that
particul ar state.

Model s shoul d be devel oped and tested to determ ne
suitability of national or nationally approved standards. C osely
related to these financial safety and soundness concerns are a
host of privacy issues.

Anmong these are the confidentiality of the individual's
financial records. Gaps in legal protections resulting from
differing state and federal |aws, unauthorized disclosures, and
ownership of data that is either transmtted or stored
el ectronically for the purpose of initiating, inducting,
verifying, or recording financial transactions.

Different paynent nethods afford different |evels of
privacy. According to the CBOs report, the Right to Privacy Act
woul d not apply to products issued by non-financial institutions.
Neither are state laws likely to apply.

Most of the |law cited above apply primarily to governnent
rather than private sector use of information. A March 1997
report to Congress states that fraud-related identity of theft
appears to be a growing risk for consuners and financi al
i nstitutions.

The rel atively easy access to personal information may
expand that risk. Social security nunbers and the so-called
header information are easily available fromreference services
over the Internet.

Providers place fewif any restrictions on access or
i ntended use of the information. Because el ectronic noney
technol ogy can generate and store a great deal of information
about individual paynments and assets, the potential gaps in |egal
protections are of great concern to consuners.

| nformati on obtai ned through the use of electronic noney
products may be di sclosed without their consent and used for
fraudul ent purposes or in a manner adverse to their interest.

The security of on-line transmssion is also a concern as
nmor e ol der persons purchase hone conputers and use them for
banki ng and financi al managenent services. O der persons are
particul arly concerned about unauthorized di scl osure because they
are frequently the victins of financial fraud.

AARP agrees with nost of the principles on privacy devel oped
by the task force study of the United States Advisory Counsel on



the National Information Infrastructure. A list of those
gui del i nes endorsed by AARP can be found in the | ong version of
my remarks.

We | ook forward to working with the Task Force in devel opi ng
solutions to the electronic noney issues of safety and soundness
and the protection of privacy.

CHAI RVAN PI TOFSKY:  Thank you for a very useful review of
the different levels of security in different fornms of paynent.

As | nmentioned earlier, M. Davidson is not here. M. Safdar
of the Voters Tel ecommuni cati ons Watch i s substituting.

MR. SAFDAR: | was nentioning the goal of the group to a
friend and nentioned the thenme, The Future of Money. She asked
me if they're going to redesign the hundred dollar bill again.

|"mglad we won't be tal king about that today.

| want to reiterate a thenme voiced by the previous speaker
whi ch | thought was very good which is consuner confidence.
Consuner confidence is a critical elenment to any el ectronic
paynent system It's a concern across the denographi c spectrum

In particular we have excell ent exanples of systens that did
el ectronic communication that had fatal flaws in their openness,
whi ch point us to one of the features we should | ook for in
future el ectronic paynent systens.

It is not unusual that we should find this |evel of concern
anong consuners in an era where a bug in Netscape or any other
| nt ernet program nmakes above-the-fold news in the "New York
Times. "

In particular, consunmer confidence cones with a nunber of
factors. But initially it comes froman assurance that the
system has integrity. The place that we tend to ook for that is
to the academ c community into peer review

When we | ook at algorithns such as the data encryption
standard which is now over 20 years old, we see that in the |ast
several years the cryptography community has attained a confort
level with that standard bei ng secure.

The sane thing goes through for other algorithnms that are
i nvol ved in comruni cations and paynents. As M. Chaum can
attest, it is in fact very, very difficult to design a secure
protocol or a secure algorithm

It is very, very easy, of course, to design one that | ooks
secure but is not. And the key to this is openness and peer
review. An excellent exanple of this would be the protocol s that
went into the admnistration's clipper chip program several years
ago.

Both the algorithmand the protocols were kept secret for
security reasons. W were given the highest assurances that that
was highly secure.

A scientist at the tine at Bell Labs, Dr. Matt Bl aze, proved
that the algorithns were not secure, or at |east the protocols
were not secure. And the algorithmskip jack which is comng to
light now as we | ook at new algorithnms to replace those is going



to becone public and will undergo the sanme scrutiny.

| think that what this experience teaches us is that
consuner confidence, and, nore inportantly technical confidence
in the system cones from openness and peer review.

In any system the time has cone and gone for proprietary
systens with either propriety algorithns or protocols to be an
el emrent of that. So | would urge you in |ooking at such systens
to mark that.

It has a very, very inportant aspect and affects consuner
confidence and the very security of the systemitself as being a
repl acenent.

CHAI RVAN PI TOFSKY:  Thank you.

Qur next speaker, M. Lanpru?

MR. LAMPRU. It's ny privilege to be here today to offer
Veri Fone's perspective regarding Internet security for financial
and non-financial paynent systens.

Veri Fone is a global firmwth headquarters in Redwood City,

California. 1In 1997 our revenues exceeded $500 million. W do
busi ness in over a hundred countries and enpl oy about 3,000
peopl e.

Most of you know us al t hough not by nane but by the snal
gray boxes through which retailers sw pe your credit card.

We have nore than five mllion of those gray boxes
installed. Recently Hew ett Packard conpl eted the acquisition of
Veri Fone in a stock swap valued at roughly 1.1 billion.

Wen Master Card and Visa agreed on the Public Key
Cryptol ogy and X509 Version Three Certificates as a foundation
for the SET protocol, it was a major mlestone in the devel opnent
of the Internet as a viable comrunications infrastructure for
busi ness.

The Master Card and Visa SET protocol is strategically
inportant for Internet comrerce for a nunber of reasons. First,
SET is a global credit card paynent systemthat depends on Public
Key Cryptology. It requires consuners eventually to obtain
Public Key Certificates.

The SET protocol is a powerful catalyst that is accel erating
the introduction of chip card reader/witers into consuners'
homes. So the Private Key, associated with one's credit card
nunber, can be stored on a transportable and not replicatable
t oken such as a chip card.

Currently a nunber of groups |ike the PC/ SC worki ng group
Personal Conputer/Smart Card working group, are in the process of
defining protocols to enable chip card systens to interact with
personal conputers as well as network conputers.

The work group identified a specific set of objectives and
aimed at defining a conprehensive and flexible solution for
integrating ICCs, integrated chip cards, with the PC and
docunenting these efforts in a specification.

HP as well as a nunber of other keyboard manufacturers
recently have announced that chip card reader/witers wll be



enbedded in PC keyboards. HP's announcenent says those w |
begin shipping in October of this year.

Second, Master Card and Visa are expected to begin marketing
initiatives to educate the public on how individuals wll use
cryptology and certificates to nake purchases over the Internet.

In addition, a nunber of publications are beginning the
education process for those readers. Most recently a very good
wite-up was in Byte magazine in the June issue.

Third, the cost of Public Key infrastructure needed to
support secure financial transactions over the Internet is being
enbedded i n consuner Internet-based products systens.

Thi s suggests that consuners will be paying for a | arge
portion of the cost of this infrastructure. |f those chip card
reader/witers are enbedded in the keyboard, that will becomnme
just like a floppy disk drive that we know today though the
consuner is sort of paying for it.

If this happens, it should inprove the business case and
accelerate the integration of chip card paynent systens into the
virtual world as well as into the physical world.

There is a distinct possibility, not a technical hurdle,
that would all ow I nternet-based paynent systens to cone back down
to countertop where we now have magnetic stripe technol ogy.

Those woul d be chip card reader/witers connected to the Internet
to allow the haves and the have-nots to use the sane term nal for
a paynent. It m ght be check, credit, debit, cash.

Fourth, the SET protocol infrastructure can lay a foundation
where the Public Key infrastructure that could be used for
financial but yet non-financial transactions.

For exanple, the National Association of State Information
Resource Executives (NASIRE), the National Association for State
Purchasing Oficials, and the National Association for State
Comptrol l ers are seeking creative proposals now fromindustry to
establish accreditation standards for certificate authorities
that issue Public Key Certificates that can be used to generate
digital signatures that would be legally binding in a court of
| aw.

NASIRE is taking the lead on this issue to avoid each state
devel oping its own set of accreditation procedures, thus slow ng
down the process for cross-certificate and accreditation
necessary for national and international electronic commerce.

I"d like to append that the potential of the Internet is too
i nportant for governnment to nonitor comrercial devel opnents, wait
for inequities before using its influence.

The federal governnment can and is devel opi ng a nati onal
strategy that does not curtail commercial innovation, but
bal ances the potential benefits between the public's interest and
the private enterprise profit potential.

Such a strategy should be based on a vision or an optimsm
that points our society toward the highest and best use of this
new communi cations infrastructure.



If the Internet is the driving force behind this shift into
the informati on age, then focusing on the follow ng four key
el ements m ght help governnment harness the Internet and lead to
the formation of a national strategy or add to one.

Public Key Cryptol ogy, one. Nunber two, an open Public Key
Certification authority infrastructure. Individual control, that
is, in privacy of personal information in commercial databases.
And chip card technol ogy.

A very inportant point that was made in the | ast session was
to enabl e consuners or get consuners to inplenment the privacy
pri nci pl es.

Nunber one, the information could be in the hands of the
consuner in a chip card. Nunber two, it was said that it could
be in the hands of a trusted third-party.

| would Iike to add to that |ist and suggest where there are
advant ages and di sadvant ages of each of those. A third option
m ght be a consuner control over information in the hands of
trusted third-parties.

So the conbination of both of those to take the advantages
of both and try to negate sonme of the negatives. That | believe
can be done with an open Public Key Certification infrastructure.

CHAI RMAN PI TOFSKY:  Thank you.

W turn nowto Mss Meier. W'd be happy to hear Consuner
Union's views on sonme of these issues.

M5. MEIER:  Consumers Union is the publisher of Consuner
Reports magazine. W also have an office in Washi ngton where
am | ocat ed.

| have been working in the Washington office primarily on
banking and credit issues for many years. | am here today
representing both Consuners Union and al so Consuner Federation of
Anerica and U.S. PERG W'II|l be submtting fuller testinony in
witing hopefully in August when we have a break.

Before it gets lost in the shuffle, I want to nake it very
cl ear our position on the question of self-regulation versus at
| east sone |l evel of |egal protection, i.e., governnment regulation

in this area of security.

W think it is very, very wong, msguided to rely
exclusively on industry self-regulation in this area. It's too
critical. W are talking about consuners' dollars at stake.

Wen we are tal king about access to checking accounts where
peopl e have stored their savings, the question of security is of
ut nost i nportance to consuners, individual househol ds, and
famlies.

We nust be sure that there are laws in the book that address
the question of who is |iable when soneone wi thout authority gets
their hands on that noney.

We certainly appreciate the need and the benefit of consuner
education. That certainly has an inportant role here. But
di scl osure has sone role here.

Earlier | listened to the first panel make a nunber of



di sparagi ng remarks about sone of the consunmer protection

di sclosure laws. | had to agree with some of the problens with
those | aws, but need to point out that if the industry is saying
no regulation and putting all its eggs in the disclosure basket,

then we need to be real about the Iimtations of disclosure.

W don't want to conme back here in ten years and say these
di scl osures are so conplicated we don't understand them They're
overwhel mng to the consuner. The truth is too nuch disclosure
can be overwhel m ng and disclosure is not the appropriate
protection in sone circunstances.

VWhat is the appropriate protection? It's substantive
protection, liability rules that clearly establish that the
consuner won't bear liability when third-parties wongfully
access the account.

Agai n, the stakes are high. W're talking about people's
nmoney. Unfortunately a recent phenonenon that has surprised ne
personally is a good exanple of why we can't totally depend on
the industry's own self-interest in devel opi ng secure systens.
"Il get to that point in a mnute.

Thirdly, legal protections and governnent regul ation are
i nportant because consuners sinply can't keep up with all the
t echnol ogi cal changes to make infornmed choices.

My mind is boggling listening to sone of these nore
techni cal presentations today. Very interesting, but as an
i ndi vi dual average consunmer | don't want to have to understand
all that as | go about ny daily business nmaki ng purchases.

Okay. The exanple of recent market phenonenon that again
has very much surprised ne and driven hone the point to nme that
we can't totally depend on the industry's own self-interest in
devel opi ng secure systens is the off-line debit card.

| nmust admt and claimma culpa on being a little slowto
catch on to this. But for the last few nonths, | have heard ny
col l eagues in the consuner comunity and el sewhere say, “Hey, did
you know that banks are issuing ATM cards that don't require a
Pl N?”

And | said, “Ch, that's of sonme concern.” But | was busy on
the H Il doing many things. |In preparation for today, | have
| ooked through nmy files and noticed that there has been a nunber
of news stories of consuners who have had their checking accounts
totally depleted with these new on-line debit cards.

They | ook |ike your old regular ATM card piece of plastic,
but apparently they have been sent to consuners in the mllions
as replacenents for the old debit cards and they all ow access to
your noney in your checking account without a PIN

Now where is the security there? There is very, very little
security there. The consequences are apparently bearing sone
fruit. W are starting to hear stories fromindividual consuners
who with the PIN ATM system | ost noney.

We are now beginning to hear stories of consuners who are
| osing noney. Only this Sunday, the "New York Tines" had a



feature piece on these new cards and presented the scenario where
a small business person in New York did | ose noney.

He is quoted saying, “l eventually got ny noney back but it
wasn't easy. Wiile Bank of Anmerica was investigating the theft,
| was totally out of that noney. That was about two weeks. They
eventually had to give nme $500 so | could live. They gave ne
anot her debit card and | leave it in ny house.”

There was a story even earlier. It was a colum by a person
who | have not spoken with but he's described here as a principal
in a consulting business in Massachusetts who rel ayed his
experience wwth an off-line debit card. This one | thought was
very interesting and rel evant today because it goes to the
guestion of whether consuners even know that they're carrying
t hese high-risk cards.

Before | get to this, just so you know the stress he was
under, his checking account bal ance up through his $5,000 |ine of
credit, overdraft line of credit was w ped out.

He wites, “I immediately called the bank's custoner service
line. Calmy, as if it happened all the tine, a representative
told ne to report the fraud to the police and then go to our
| ocal bank office, close our checking account, open another one,
get new bank cards and change our PIN which provided security for
our transactions.”

Security for sonme bank transactions it seenmed but not for
others. We were beginning to realize that sonehow w t hout our
request or perm ssion our snug ATM card which required entry of
our PIN for any transactions at our bank had al so doubled as a
w de- open debit card.

So, this is the consuner who it says later in the article
had gotten a new card assumng it was just an updated version of
the PIN-related ATM card that they were used to. And only
t hrough this bad experience | earned that they were carrying a
card that didn't even require the PIN

Now, this is highly coincidental to ne. But as | was goi ng
through ny nail two days ago, | canme across pronotional
literature fromny bank. Sonmewhat unusual, | opened it and found
that | was being encouraged to use ny ATM card, which in this
literature was descri bed as yes, an ATM card, but also a check
card and that |I could use it at thousands of retail
establ i shments across the country.

| cane to realize after thinking about it for a few m nutes
| was hol ding one of these cards and | didn't knowit. | had
been using that card for several nonths at ATM | ocations using a
PIN nunber just like |I'd been in the past.

| have had an open wallet for many nonths, but | did not
know the kind of risk that my behavior m ght suggest. O course,
| didn't even know what was goi ng on.

So in conclusion, there are many nore things | coul d say.

But | think the notion of self-regulation exclusively wll expose
consuners to the kinds of liabilities and financial risks that



our culture has sinply not found acceptable historically.

CHAI RVAN PI TOFSKY:  Thank you very much. The nub of the
issue is the one that you raise, self-regulation versus
governnment regulation. |I'msure we'll cone back to it in our
| at er di scussi on.

M. MEntee, would you conme on next?

MR. McENTEE: | would |like to thank the Consuner El ectronic
Paynents Task Force for the opportunity to speak on behalf of the
Nat i onal Aut omat ed O eari nghouse Associ ati on.

NACA represents 13,000 commerci al banks, savings and | oans,
and credit unions. Today | would like to share with you NACA' s
views on the future of electronic noney, consunmer protection and
privacy, data security and trust, and sone of the initiatives
that the banking industry is pursuing in these areas. And | wll
attenpt to do that all within five m nutes.

For the foreseeable future, traditional paynment systens such
as the Automated C eari nghouse Network, debit and credit card
networks will be the primary vehicles for clearing and sending
el ectronic paynents initiated through Smart Cards, stored val ue
cards, and the Internet.

For exanple, today well over 95 percent of all consuner
pur chases made over the Internet are being paid by credit card.
At this stage virtually all business-to-business transactions
initiated through the Internet are being cleared by check or
t hrough the ACA s network.

Stored value cards nowin testing are cleared and settled
t hrough existing debit and credit card networks. Finally, sonme of
the low dollar Internet paynent systens being devel oped,
so-call ed el ectronic coins such as CyberCash, are using
traditional networks for settling the transacti ons between a
consuner's bank and the nerchant's bank.

| expect the situation to continue for sone tine because
traditional electronic paynent systens which process over 20
billion transactions a year are well understood by consuners,
busi nesses, and banks and they are supported by mature
infrastructure.

These systens al so offer robust protections and risk
managenent through existing | aws, regul ati ons, and operating
rul es. \When considering evol ving paynent systens, it's inportant
to assess the adequacy of existing protection. This is
particularly true when evolving systens rely on traditional
networks for clearing and settling the paynents, thereby bringing
exi sting protections into play.

Current consumer paynent protections such as those specified
by network or operating rules and federal and state | aws, for
exanpl e, Federal Reserve Regul ation E and Regul ation Z provide
anpl e protection agai nst harm from unaut hori zed el ectronic
paynments and errors.

Current technology already offers the ability to protect
records contained in proprietary networks and the data in



i ndi vi dual el ectronic transactions.

For exanple, network data such as banks’ custoner account
records are protected through fire walls. Fire walls protect
agai nst unaut hori zed access. Individual transactions are
protected through encryption which codes the nessage in a form
that can only be decoded by an authorized receiver.

However, neither fire walls nor encryption address the issue
of authentication which is necessary when the Internet is used.
The solution to authentication is to use digital certificates
i ssued by trusted entities.

We believe that the banking industry will play a major role
inissuing digital certificates to their customers in the future.
There are many advantages to banks serving as certification
authorities.

Since banks are trusted regulated entities, the accounts of
consuners and businesses reside at financial institutions which
al ready manage account nunbers, PINs, and other identifiers in
el ectronic form

Finally, a key role of banks is to manage risk borne by
t hensel ves and their custoners. To validate the role of banks as
certification authorities, NACA s Internet counsel is devel oping
a pilot programthat will allow banks to exchange digita
certificates on behalf of their custoners.

The pilot will also allow the buyer and seller to
aut henticate each other. The pilot represents a critical step in
eval uati ng paynent system readi ness, define the needs for
interoperability, and finally enabling the banking industry to
determ ne a need appropriate infrastructure needs for
| nt er net - based conmer ce.

Wth respect to consumer privacy, which is a very inportant
and critical issue, the Banking Industry Technol ogy Secretari et
is taking the lead in devel opi ng privacy guidelines that |
believe all the banking industry electronic paynent networKks,
ACH, debit card, credit card networks wll all inplenent in their
operating rules in the foreseeable future.

In conclusion, in order for electronic commerce to grow and
thrive wth the trust of consuners, businesses, and banks, error
resol ution, privacy protection, and authentication nust all be
part of a conprehensive package.

The conbi nation of existing protections plus the initiatives
the private sector has underway and the continuing dialogue with
the private sector will ensure that this package wll be
i npl enent ed.

CHAI RVAN PI TOFSKY:  Thank you very much.

M. Stevenson.

MR. STEVENSON. CyberCash is in the business of providing
technol ogy and services to financial institutions to enable
secure financial transactions on the Internet.

Qur goal is to provide for the Internet a conplete suite of
paynment mechani sns which are anal ogs to the paynment nechani sns



that we are all famliar with in the three-di nensi onal world.

|"mgoing to depart fromthe remarks that | had prepared for
this norning's presentation because nost of the points that |
made have al ready been nmade by ot hers.

And what | propose to do instead is to make a nunber of
general observations. | have |learned recently that our friends
in the United Kingdom have an expression for certain kinds of
observations which they call a BGO or blinding glinpse of the
obvious. It has also been said that genius consists in being
able to discover and restate the obvious. So |I'mgoing to
propose for you this afternoon a nunber of BGOs which | hope wll
be found useful.

First of all, security in paynent systens is a two-way
problemas is its inverse fraud. It is certainly correct that we
need to provide adequate security for consuners and other users
of paynent systens, but financial institutions and providers of
paynment systens are al so subject to fraud.

Usual | y, because of the way our legal systemis structured,
that is, wth consuner protection in mnd, financial institutions
and paynent system providers end up bearing the brunt of any
| osses that are sustained in the exercise of the paynent system

And so it is quite clear that businesses, financial
institutions that provide paynent systens, have substanti al
i ncentives to nake those paynent systems secure. |It's necessary
to bear that in mnd when constructing a body of regulation to
deal with those paynent systens.

Anot her observation which is perhaps not quite so obvious is
that the very technol ogy that has created the new potential for
paynment systens that we're di scussing today has the capacity for
not only maeki ng those systens secure but making themin many
respects nore secure than the three-di nensional anal ogs of those
paynment systens that we're all accustoned to.

For exanple, if | lose ny wallet and it has sone cash in it,
unl ess the wallet is found by sone very honest person | have | ost
that cash. Wat you heard this norning from David Chaum the
digital cash system which he's devel oped has built intoit a
recovery nechanismso that if | lose nmy conputer or ny hard drive
fails, | can recover the cash which is stored on the hard drive
of ny conputer.

The sanme is true for things like credit card authentication.
The technol ogy avail abl e under the SET protocol will nake the use
of credit cards in the Internet world nore secure if anything
than their use in the real world today.

Another BGO is that the paynent instrunments we are tal king
about vary wdely in their qualities both with respect to privacy
and security. W all know that cash is anonynous; a credit card
is not.

Cash is insecure in the physical world in the sense that if
| lose it or it's stolen, it's gone. Wereas if | use a check
and it's stolen | can probably recover any noney that's lost if



soneone forges that check

The sane qualities are true in these sane instrunents and
their analogs used in the digital world. And it's inportant again
to bear in mnd those differences when we are tal king about
formng policy and regulations to deal with the paynent systens.

It is also inportant with reference to privacy (and on
security as well) that we not confuse the privacy inplications of
paynment mnmechani sns on the Internet with the privacy inplications
i nherent in sone transaction.

For exanple, it doesn't matter what kind of paynent
instrunment | use and how anonynous that m ght be if | order
sonet hi ng which has to be delivered to ny hone address and
therefore have to give the nerchant ny nane and shi ppi ng address.

Qoviously I"'mgiving up ny privacy there not by virtue of
the paynent instrunment | use. And it's inportant to keep those
di fferences straight.

Another BGO, if you will, is that in all or alnost all
anyway paynent instrunents that we're accustoned to in the 3-D
world, there is a trusted party involved, particularly in
non-cash paynent systens, credit cards, checks, and the |iKke.

W believe at CyberCash, the sanme will be true on the
Internet, that it will not be possible to devel op paynent systens
in which there is not sone trusted party involved. Mst probably
that will continue to be as it is in the 3-D world a financial
institution.

Consuners are accustoned to trusting their financial
institutions with whomthey entrust not only with their noney,
but a great deal of private information. There's no reason why
we shoul dn't expect themto do the sane on the Internet, assum ng
that other protections are not absent and so that there is
not hi ng about the Internet transaction which defeats the trust
whi ch consuners are accustoned to giving to financi al
institutions in the 3-D worl d.

Anot her thing that nust be borne in mnd, and | can't say
this too often, is that all of the electronic paynent systens we
are tal king about vary substantially in their architecture.

In the 3-D world when you tal k about cash, you've got to
t hi nk about arnored cars and safes. Wen you talk about credit
cards, you've got to think about Veri Fone point-of-sale termnals
and connections to the credit card clearing system mai ntai ned by
Master Card, Visa, and the other credit card associations. In
the 3-D world, the differences between paynent -- in the Internet
worl d the differences between paynent systens are just as
extreme.

Just as you wouldn't regulate a cash transaction in the 3-D
world the same way you regulate a credit card transaction or a
checking transaction, you can't think about el ectronic paynent
systens as all in one lunp. You have got to tease them apart and
understand that each has differences that have to be borne in
m nd when we are form ng policy and passing regul ati ons.



And finally, I'd Iike to make a coupl e of observations which
m ght fall under the heading of “the nore things change the nore
things remain the sane.”

The problens we are discussing with respect to fraud,
security, and privacy are not new ones just because they have
been translated to the electronic world. They do appear with new
wrinkles. They have slightly different aspects. Eventually sone
of themmay require sone nodifications to the existing regulation
that applies to them But just because they're electronic
doesn't nean they are new and different.

The other side of that is that we already have in place a
| egal system and set of rules and regul ati ons which apply to the
t hree-di nensional world that is perfectly capable of dealing with
nmost of the problens that the el ectronic paynent systens handl e,
at |l east as they have presented thensel ves so far.

Fraud is still fraud, whether it's on the Internet or in the
t hree-di nensional world. And we have wire fraud | aws and state
fraud |l aws that are perfectly capable with dealing wth nost
ki nds of fraud.

|"mnot saying that we won't need to nodify our systens as
we evol ve and as new probl ens becone apparent, but let's not rush
into creating a whole new |l egal infrastructure just because we
transl at ed paynent nmechanisnms fromthe three-dinensional world to
the el ectronic world.

CHAI RVAN PI TOFSKY:  Thank you very much.

Qur next speaker is Wayne Ml er.

MR. MLLER On behalf of the National Association of Federal
Credit Unions, NAFCU, | would like to thank you for inviting ne
to be here today and permtting ne to voice the concerns and
opi nions of the nation's federal credit unions.

As nenber - owned cooperatives, credit unions can offer the
perspective of both the consunmer nenber and the financi al
institution. M nane is Wayne MIler, and |'m Vice President of
I nformation Services at AT&T Fam |y Federal Credit Union.

AT&T Fam |y Federal Credit Union has been a | eader in
technol ogy. Technology is the core ingredient in the credit
union's long-range strategic plans. Qur nenbers denmand
alternative delivery nmethods in providing products and services.

AT&T Fam ly has |l ed the devel opnent in inplenentation of
t echnol ogy such as tel ephone access, video kiosk, and voice
recognition to name a few. The credit union believes that
el ectronic commerce is the next great technology to enter the
worl d's stage.

| have hel ped devel op Internet-based application sensored
el ectroni ¢ banking including bill paynent, bill presentnment, and
Web security. Due to their unique nmenbership structure and
cooperative nature, credit unions nust adapt quickly to
innovations in order to satisfy the expectations of their
t echnol ogy-ori ented nenbers.

As cooperatives, they willing share their experiences with



other credit unions through trade associ ati ons and ot her
networks. The historical credit union focused on efficient
service delivery and | ow cost operations provided additional
incentive to credit unions to nove toward cyber systens.

Credit unions are in the best position anong financi al
institutions to extend the benefit of technology to noderate and
| ower incone citizens. Today, at |east 850 credit unions have
Web sites and many of them offer | oan account and account
services directly off the Web or through hone-base credit union
syst ens.

Fifty percent of federal credit unions also believe that
using the Internet to interact with their nmenbers will be
inportant to their future success as many credit unions cannot
afford brick and nortar to reach their nenbers.

VWll over a third of federal credit unions plan to introduce
smart and stored value cards within the next few years. Credit
unions are aware that there are risks involved in using stored
val ue cards and | nternet-based paynent systens.

Financial institutions have had to learn to mnim ze these
| osses encountered fromcrine and fraud in traditional delivery
systens. Credit unions understand that as the industry nakes
strides in the technology and the security, the counterfeiters,
hackers, and frauds wll attenpt to advance as well.

This reality will require financial institutions, issuers,
and users alike to vigilantly protect the technol ogy and
constantly seek creative security sol utions.

Wil e credit unions acknow edge the risk and endeavor to
protect thenselves and their nmenbers, we do not believe that the
governnent should attenpt to regulate this budding industry.

First, we believe governnent-regul ated security procedures
woul d suppress innovation and limt credit union flexibility.

Second, credit unions believe that any governnent action at
this point would be premature.

Third, financial institutions, issuers, and software
conpani es, the people in the trenches understand nore fully what
procedures and protections secure transactions require.

Federal regul ation of stored value cards and Internet-based
paynment system security woul d suppress innovation in the
i ndustry.

The private sector has been the primary driver behind the
devel opnment and use of the security on the Internet for stored
val ue cards. To encourage and continue the creative response to
obst acl es, these energi ng technol ogi es should remai n market
driven. Moreover, credit unions want the flexibility to decide
whi ch card or paynent system works best for themand their
menbers.

Wil e we encourage the agencies to solicit information and
provi de gui dance, credit unions feel that government regul ation
of stored value cards or Internet-based paynent systens woul d be
premature at this tine.



Where governnent intervention is necessary, its role should
be to ensure conpetition, protect intellectual property and
privacy, prevent fraud, foster transparency, and facilitate
di spute resolution and not to regul ate.

We feel any specific additional regulation would be
premature and produce nore harmthan good. Credit unions nerely
ask that the agencies permt the technologies to nmature with the
mar ket pl ace before attaching regul ati ons and i nadvertently
steering the technol ogy.

Credit unions firmy believe that the private sector is in
the best position to encourage safe and secure growth of these
energi ng technologies. Due to its bureaucratic process, the
agenci es cannot be as responsive to consuner needs and
t echnol ogi cal innovations as the private industry.

Thi s technol ogy can change dramatically wthin six nonths.
Private entities have greater incentive for protecting the
ener gi ng technol ogi es and consuners' confidence in the
t echnol ogy.

We believe self-regulating initiatives such as the use of
SET protocol, digital and digitized signatures, encryption
software, and fire walls can adequately protect consuners and
financial institutions.

These neasures protect consuner identification and ensure
legitimacy of the users. Financial institutions also have
external auditors whose responsibility is to assess the risk to
the institution and inplement proper controls.

Moreover, current laws |ike those protecting privacy and
fiduciary responsibility provide further protection to consuners.
In conclusion, credit unions encourage the agencies to

solicit information and provi de guidelines on how to protect
consuners and the financial institutions. W I|ikew se encourage
the agencies to solicit information and provi de gui delines on how
to better secure transaction information.

Credit unions, however, discourage the agencies from
i npl enenting any regul ati on addressing stored val ue cards and
| nt er net - based paynent systens. |Instead we encourage the private
sector to be vigilant in protecting these technol ogies from
threats and to initiate creative and adaptable solutions to
security risks.

CHAI RVAN PI TOFSKY:  Thank you very much.

Qur final speaker is M. Peter Toren. M. Toren wll give
us sone thoughts fromthe perspective of the Justice Departnent.

MR TOREN:. |I'ma trial attorney with the conputer crinme and
intellectual property section of the crimnal division.

Qur concerns or our focus really is alittle bit different
t han what has been di scussed by nobst of the previous speakers.
We're nost concerned with whether existing |aws are adequate to
deter fraud in this area, and whether new | aws are needed.

Because wi thout sufficient deterrents in this area, the
systemw || not be secure for consuners regardl ess of the | evel



of technol ogical security. So we are very concerned about
security, but we are kind of focused on a different side of the
equation than nost of the people here today.

Changes in our society nore often than not produce changes
in the pattern of crimnal activity. No change on the horizon
today has a potential for a greater inpact than the advent of
el ectronic commerce in its several forns, whether it be stored
val ue cards, debit cards, Internet business transactions, or hone

banki ng.
Each of these paynent systens, if they become commonpl ace as
| think nost of us here today expect that they wll, wll

fundanmental | y change the way in which Anericans transact business
and potentially, and | underscore that, potentially make it far
easier for consuners to be defrauded and for crimnals to get
away wWith their crines.

Many comentators in this area believe that w despread
el ectronic commerce is probably inevitable. As we all know, it
offers real benefits to both consuners and busi nesses and i n nmany
respects is far nore efficient than the systemthat is in place
t oday.

But |ike any new systemit is not wwthout its risks and
dangers; consuner fraud of course being only one of them W
have | earned fromhistory that as soon as any technol ogy arrives
sone individuals wll attenpt to msuse it and abuse it.

For exanple, the invention of the autonobile allowed people
to be nore nobile than ever before, but al so provided bank
robbers with a better neans of escape than a horse.

Tel ephones not only all ow people to conmuni cate worl dw de
for both business and pleasure, but unfortunately are often used
to bilk citizens and defraud citizens out of their |ife savings,
and of course to interrupt many a famly dinner.

In the sane way, the identical electronic conmerce
technol ogy that will save tine and noney can al so be abused
probably in many ways that we cannot even inmagi ne here today.

But we can nmake sone predictions.

For exanple, as noney enters this brave new world, so does
counterfeiting. |In fact, for the very first tine, the advent of
el ectronic noney offers the threat of a perfect counterfeit.
Since electronic noney is only a string of conputer bits, then
soneone sonewhere can neke a perfect copy of a stored val ue and
anot her and another w thout having to get the right kind of paper
and ink, the mcrofilanents, and the watermarks.

The crimnal who | earns how to decrypt the stored val ue card
can create for hinself an unending streamof noney. It is pretty
certain that before nost Anericans will entrust their technol ogy
to conputer chips they will want to be convinced that this
technology is as | east as secure as cash and credit cards.

The wi despread use of fraudul ent stored value cards can al so
have the effect of underm ning consuner confidence even before
the system has had a chance to be tested. Further, the | ack of



basic information and | egal protections in this area di scourage
t he use of stored val ue cards.

There are currently very few, if any, |laws that govern the
i ssuance of stored value cards. It has been suggested before the
use of stored value cards will beconme w de-spread, uniformlega
st andards governing the issuance and use of store val ue cards
nmust be enact ed.

Despite the novelty of stored value cards, it has been
reported that crimnals have stolen nore than $50 million from
consuners and phone conpani es through the fraudul ent sal es of
stored val ue cards, and several issuers of stored value cards
have gone out of business after selling tens of thousands of
wort hl ess stored val ue cards.

However, for us in the |aw enforcenent, the greatest in this
area is that advent of electronic commerce will greatly facility
nmoney | aundering. While the issue of noney | aundering i s not
usual |y associated wth the issue of consuner fraud or security,
any systemwhich allows crimnals to |launder their noney nore
easily makes it less likely that they will be apprehended and
puni shed either for the noney |laundering or for the underlying
crimnal activity.

A person in the past who may have been deterred from
comm tting consuner fraud may soon determ ne that because the
possibility of getting caught has been so reduced it has becone
worth the risk.

Potentially then, this area will attract nore crimnals and
reduce security for all persons involved. Traditionally, as you
are well aware, noney | aunderers have deposited their troubl esone
and bul ky cash proceeds into banks or other financi al
institutions to try and obscure its crimnal origins, or they
have created phony conpani es or engaged in shamtransactions to
| aunder noney.

But these nmethods usually create paper trails that
ultimately can be traced, and have been and are being traced by
| aw enforcenent. Further, because of the enactnent of new | aws
and regulations in this area, it has becone increasing difficult
for crimnals to | aunder their noney successfully.

But certain types of electronic paynent systenms permt
virtual ly anonynous transactions and | eave no paper trails. The
advent of these systens could permt crimnals to successfully
| aunder their proceeds of financial crinmes including consuner
fraud.

El ectroni c paynents could all ow a noney | aunderer who wants
to transfer tainted funds to do so wi thout having to take the
ri sk of engaging in personal contact with a potentially
suspi ci ous bank enpl oyee.

The funds can be transferred anywhere in the world by an
automat ed on-|ine banking systemthat can be accessed fromthe
safety of the noney | aunderer's hone.

Thus a crimnal who m ght not have otherw se gotten away



with the schene to defraud consuners because of the difficulty
and successfully laundering the crimnal proceeds m ght be able
to do so.

Further, sonme stored value card systens as they are
currently designed go further and would permt noney |aunderers
to obscure the origins of funds while avoi ding the use of
financial institutions entirely.

These systens have no central registry of transactions which
woul d all ow the transactions to be reconstructed.

The sophi sticated noney | aunderer using multiple cards can
create an intricate series of transfers that could not be
unravel ed and that would circunvent al nost all existing noney
| aundering | aws.

| nternet paynment systens can simlarly permt nultiple
transactions that could be next to inpossible to trace,
particularly if unscrupul ous nmerchants cooperate with the
crimnals.

This woul d nean, for exanple, that the chances of
apprehending a crimnal who successfully billed consuners in
fraudul ent on-line transactions would be significantly reduced.

In addition to the possibility of making it easier for
crimnals who engage in consumer fraud to | aunder their noney,
el ectronic commerce nmay also facilitate the underlying crim nal
activity. It is likely that swindlers of all kinds from
tel emarketers to advance fee artists will attenpt to take
advant age of the anonymty provided by sone types of electronic
COoNer ce.

To give a single exanple, if sonmeone today opened up a fake
L. L. Bean catalog store, |aw enforcenent would be able to track
t he perpetrator down through the bank and credit card records of
his victins.

But if electronic commerce beconmes comonpl ace, a crimna
m ght open an L. L. Bean on the Internet, a fraudul ent one | nade
add, accepting paynent only in digital cash. Not only m ght
t hese transactions be untraceable, but |aw enforcenent m ght not
be able to determine if the on-line store was in Freeport, Mine,
Freeport, Bahamas, or anywhere else in the world.

One step that mght go a |l ong way towards elim nating sone
of these problenms would be to inplenent electronic paynent
technologies in the way that tracks all transfers or at |east al
transfers over a certain anount.

Such a system woul d al | ow banks or other financi al
institutions to audit transactions for fraud if not to recreate
every transaction. But such a solution raises a fundanental
phi | osophi cal issue for our society, the proper bal ance between
anonymty and accountability.

A nunber of reasons have been propounded for allow ng
anonymty and conmuni cati ons networks. For exanple, whistle
bl owers may want to remain anonynous to avoid retribution.
Consuners may wi sh to obtain informati on on a product w thout



ending up on countless mailing |ists.

Rape victins or other victins of crime may w sh to discuss
their experiences wthout revealing their identities. But
crimnals, unfortunately, also benefit fromanonymty.

Every crimnal, of course, wants to avoid getting caught.
Anonynous renote commruni cations can help them avoid detection and
apprehension. Effective | aw enforcenent requires accountability.

Soci ety nust be able to hold individuals who break the | aw
and harm ot hers accountable for their crinmes. Anonynous
communi cations and transactions would nmake it far easier for
t hose who commt fraud agai nst consunmers to avoid being
prosecuted for their crines.

The issue of anonymty or accountability is not solely a
crimnal law issue. It has broader ram fications for our
society. For exanple, if a newspaper prints a |libelist story
about a person, that individual can sue the newspaper for
damages.

The civil suit for danmages benefits the victimby helping to
restore his reputation. Mreover, it also benefits society by
hel ping to ensure that newspapers report the truth. However, if
sonebody mekes the sane libelous clainms in an e-mail nmessage over
the Internet and routes the nessage through an anonynous
remai |l er, the defaned person would have no recourse; this despite
the potential that the inpact of anonynous nessages sent over the
I nternet would be far greater because the contents of such a
message could be quickly and widely circulated anong all the
users of the Internet.

Anonymty in this exanple prevents accountability. Sone
coment ators have specul ated that the often abusive
communi cati ons encouraged by the anonymty of the Internet may
contribute to a weakening of social ties anong our citizens.

On the other hand, it has been argued that if we swing the
pendul umtoo far towards accountability, we run the risk of
| osing sone of our civil liberties.

The sane el ectronic commerce systemthat permts a financial
institution to audit for fraud could be nodified to keep track of
every purchase made by a consuner--every purchase at a grocery
store, at a liquor store, at a pharnacy.

Because nearly every transaction could be tracked by the
card identification nunber, for exanple, consuners could be faced
with a prospect of marketers and retailers identifying and
tracking their every purchase and transacti on.

Exi sting constitutional and statutory provisions place many
restrictions on governnent access to confidential information.
Statutory and common law restricts third-party access to many
types of this information.

However, it has been suggested that current |egislation
whi ch caters to the needs of the past does not address the
privacy threats presented by el ectronic commerce. The principal
confidentiality may provide the m ddl e ground between anonymty



and accountability.

In a confidential system a person's identity is not
general ly known, but in appropriate circunstances, for exanple, a
person's identity can be determ ned pursuant to a court order.

Confidentiality permts | aw enforcenment to allow anonymty
and i nappropriate circunstances but does not permt crimnals to
obt ai n new advant ages fromthe anonynous capabilities of the
I nternet and el ectronic comrerce.

Such a systemis necessary to protect consuners from con
artists who would otherwi se thrive in an anonynous world. The
concept of confidentiality is not newand is, in effect, the one
that the drafters of the constitution selected to limt the
authority of |aw enforcenent.

The founders rejected a system under which | aw enforcenment
coul d have unfettered access to the property of citizens, where
they equally rejected a system where the property could be i nmune
fromscrutiny under any and all circunstances.

The framers of the constitution created a system under which
| aw enforcenent could have access to a person's property, such as
his or her papers under appropriate judicial supervision by
warrant or subpoena.

Thi s same kind of balancing that woul d, an approach that
protects both anonymity and accountability is also necessary in
the area of electronic commerce.

At this point and tine, it is very difficult to forecast how
the issues that we've been tal king about here today are going to
be resol ved. However, the outcone of these issues may very well
determ ne whether electronic commerce will better protect

consuners fromfraud or will allow it to flourish |Iike never
bef or e.
CHAI RVAN PI TOFSKY:  Thank you very much. | want to thank

all of you for wonderful presentations on this issue. Once again
we don't have a great deal of tinme for discussion.

But et me open it up briefly. 1 think many of you have hit
upon the sanme thenes as Toren just it, that w thout consuner
confidence and security, these knew el ectronic noney devices wl|
sinply not take off; history has denonstrated that in other
cont ext s.

And the question is how we achi eve that, whether we wait and
| et the market produce it or whether we need sone kind of
regulation. Mss Mier zeroed in on the point enphasizing |
t hought that without Iimted liability we'll be slower in
devel opi ng these new devices, by which | take it you mean that
consuners have to have confidence that if the card is |lost or
stolen we're tal king about nmaybe $50 of exposure, $100 of
exposure.

But if it's unlimted exposure they're going to be rel uctant
to use these new devices. Two questions. One, would that do it?
Is that the critical regulatory requirenent that's needed?

And then | would ask others, can we get there w thout



regul ation, without statute? But first, is that the critical
regul ation that you think is necessary?

M5. MEIER. On the security question, | think that is the
approach that's wise. Right now for credit cards we have $50 as
the liability limt in the face of fraud agai nst the consuner,
unaut hori zed use of the credit card.

And that has worked well in protecting consuners. Not
agai nst fraud; we all know credit card fraud is a problem But
t he consunmer who faces it, financial losses are limted with that
kind of ceiling.

Wth traditional debit cards, the Electronic Funds Transfer
Act, which is also Regulation E, limts liability sonmewhat. But
it is not as protective of consuners as the credit card rules
are.

You may know that there has been sone degree of request on
the part of the financial services industry to ask for an
exenption for stored val ue cards even from Regul ation E

We cone at it totally opposite and say that we need to be
| ooki ng at the adequacy of Regulation E with this new product.

CHAI RVAN PI TOFSKY: How do the rest of you feel about this?
Do we need an extension of the current regulations fromcredit
cards to these other new fornms of credit instrunents?

MR. McENTEE: M. Chairman, | will be glad to try to answer
that question. | think the issue that Mchelle brought to the
Task Force's attention, it's basically an off-line debit card.
It's nmy understanding that debit cards do cone under Regul ation E
t oday whether they're on-line debit cards or off-line debit
cards.

So the liability limts that are in Regulation E that apply
to consuners would apply for the types of transactions that
M chel | e described. But she's absolutely right. There is a
difference in the liability limt under Regulation Z covering
credit card transactions, which is $50.

Regul ation E, it could be higher than $50 dependi ng upon
whet her the consuner knew that the card was | ost and the consuner
did not notify the financial institution that the card was | ost.

But under the problens that Mchelle described, | believe it
was not a card that was | ost or stolen, soneone got ahold of the
nunber, basically the account nunber that was on the card.

So in that case the consuner's account would be, the
l[iability would be Iinmted to $50. Mchelle is shaking her head
no.

M5. MEIER: There are various patterns. And the one that
was reported in the Times was actual |oss of the card. And the
thieves just used the card like a credit card at various retai
outlets. But there have been instances where the nunber was
pilfered and used to neke tel ephone purchases.

MR. McENTEE: But again in all cases the consuner's
liability would be limted under existing Regulation E. And
virtually all the systens that all the people have tal ked about



today, either Regulation Z or Regulation E would apply. So
consuners' liability is limted.

M5. MEIER  Yes. Actually when | | ooked at what was
happening with the off-line debit card and realized that Reg. E
applied, it gave ne a whole new area of concern and provoked a
| ot of thought.

There is protection there theoretically, and it has worked
well as long as institutions were using a pin, a secure system

But | scratched ny head and said, why isn't the
institution's co-liability deterring the inplenmentation of a
systemthat is so unsecure?

And you have to | ook at the economcs there. But apparently
the judgnent call at this point on the part of the private sector
is that the fee inconme, the nerchant fee inconme, which is quite
high, is going to offset the liability |osses that they'|ll be
exposed to.

And in the neantinme the consuner is out there exposed to
nmore liability than ever before. And again the questionis, is
Regul ation E creating the incentives that are protective enough?

CHAI RVAN PI TOFSKY:  Thank you. O her questions?

MR, SAFDAR  Yes, sir. | think it's necessary to respond to
M. Toren's very critical and careful, veritable Sherman's march
agai nst anonymty.

| woul d hope that we could all appreciate the fact that
there are inportant issues of anonymty here but we shoul d
restrict themto electronic paynents since that is what the Task
Force is about.

| understand that anonymty is not an all or nothing issue.
In the marketplace are many, many different entities, many of
whom do or do not have an expectation of anonymty.

When | go to the corner to buy anything, a jug of water,

Pol and Spring, whatever, and | expect sone anonymity for the five
dollars. And it's inmportant to ne as a consuner as | go into
these new forns of transactions that | retain that because it's
not as inportant to the shop keeper.

And instead of just assumi ng that anonymty is an all or
not hi ng deal, as M. Toren would point us, a nothing in the
future, may we at |east consider teasing out, to use another
phrase, sonme of the people in the marketplace to whom anonymty
is not so inportant which allows us to respect sone of the |aw
enf orcenment goal s.

CHAI RMAN PI TOFSKY:  Thank you.

Let me thank you all once again for an extrenely useful
session and we'll be sure to take your views into account.
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